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ABSTRACT

The research aims to improve financial security in the national health insurance market by
integrating blockchain technology with cloud-based technologies. The research goals are to
provide financial transparency in health insurance schemes, minimise fraud, and improve data
privacy. The suggested method offers a solid response to the present problems with financial
management in the healthcare industry by utilising the benefits of blockchain technology, such as
tamper-proof data storage and decentralised transaction confirmation. The study also looks at how
the Nudge theory might help consumers make wise privacy choices while upholding high
standards of security and confidence in open banking systems. In-depth reviews of previous
research, case studies, and assessments of the functionality of current systems are all part of the
methodology. The results show that integrating blockchain with cloud computing can greatly
increase the security and efficiency of financial transactions related to health insurance. However,
issues remain to be resolved, including blockchain connection with current systems, regulatory
compliance, and technological adoption. Recommendations for further research and real-world
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applications are included in the study's conclusion to maximise blockchain's utility in the financial
industry, especially concerning national health insurance.

Keywords: Blockchain, Cloud-based systems, Financial security, Data privacy, Nudge theory,
Open banking.

1. INTRODUCTION

lockchain technology integration with Database Management Systems (DBMS) is a revolutionary
solution to secure accounting in the banking and finance industries. Blockchain is the perfect
answer to the problems of fraud, data breaches, and compliance in these industries because of its
decentralised ledger technology, which guarantees that financial transactions are immutable,
transparent, and safe. The integrity, correctness, and dependability of financial records can be
improved when blockchain technology is integrated with DBMS's powerful data handling
capabilities. This integration guarantees that all transactions are recorded in a way that is
impervious to tampering, minimises human error, and facilitates real-time auditing. In a time when
data security is critical, especially for cloud-based financial systems, the combination of
blockchain and DBMS provides a strong foundation for safe, effective, and transparent
bookkeeping procedures. The present status of research on blockchain integration with database
management systems (DBMS) is reviewed in this paper, along with its implications for the banking
and financial industries, especially with regard to cloud computing. The goal of the study is to
provide insights for future research and practical applications by identifying new trends,
technological breakthroughs, and potential problems related to this integration through an analysis
of the available literature.

Blockchain technology was first created in 2008 as the foundation for Bitcoin, but it has since
expanded beyond cryptocurrencies to provide solutions for a variety of sectors, including banking
and finance. Since blockchain technology is decentralised and irreversible, it has been adopted in
secure accounting procedures where security and transparency are essential. However, Database
Management Systems (DBMS) have long served as the foundation for financial organisations' data
retrieval and storage, guaranteeing organised data management and effective processing. More
secure, transparent, and dependable systems became necessary as financial transactions grew more
complicated and computerised. As the needs for secure financial accounting expand, the fusion of
blockchain and DBMS is a logical next step, utilising the advantages of both technologies.

The financial and banking industries' integration of blockchain technology with Database
Management Systems (DBMS) has been greatly impacted by its advancement. Smart contracts
and permissioned ledgers are two recent blockchain innovations that have improved the
technology's application to intricate financial transactions and ensured their high level of
automation and security. Concurrently, distributed databases and real-time data processing, two
developments in database management systems (DBMS), have made it feasible to effectively
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manage the enormous volumes of data produced by financial organisations. When combined with
traditional databases, blockchain offers an impenetrable, secure layer that guards against
manipulation and unauthorised access to any financial records. The combination of blockchain
technology and database management systems (DBMS), especially in cloud computing settings,
provides a transparent, scalable, and safe means to manage financial data. This opens the door to
more reliable and secure accounting systems.

The main goals are

> Investigate that blockchain technology can be used in conjunction with Database
Management Systems (DBMS) to enhance safe accounting procedures in the banking and
finance industries.

> Determine new developments in blockchain technology and DBMS integration for cloud-
based financial systems.

> Examine the difficulties and possible solutions involved in integrating blockchain
technology with DBMSs in banking and other financial organisations.

> Examine the way this integration affects the efficiency, transparency, and data security of
financial transactions.

> Offer analysis and suggestions for next studies and real-world safe financial accounting
applications.

The paper discusses the problems with conventional banking transactions, which are usually
criticised for being opaque, inefficient, and expensive. Several middlemen are frequently involved
in the traditional ways of recording and processing financial transactions, which can cause delays,
higher expenses, and even errors. The efficacy and reliability of financial systems are
compromised by these problems. Blockchain technology offers a decentralised, transparent, and
safe method for handling transaction records, making it a potential solution to these problems.
Blockchain improves the security and dependability of financial processes by doing away with the
need for middlemen and offering an unchangeable record of transactions. In order to address these
ongoing problems in the banking sector, especially in cloud-based environments, this study
investigates the possibility of combining blockchain with Database Management Systems
(DBMS).

To fully understand the implications of integrating blockchain technology in the banking industry,
this study identifies a number of research gaps that need to be investigated further. Examining
potential barriers and restrictions to blockchain adoption, such as scalability issues, regulatory
constraints, and compatibility issues with current financial systems, is one important area of
uncertainty. The broad adoption of blockchain in conventional financial settings may be impacted
by these considerations. There is also a lack of knowledge regarding how blockchain technology
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can affect banking institutions' employment duties. Retraining or upskilling staff members to
adjust to this new technological environment might be necessary if blockchain becomes more
widely used. In order to guarantee that the shift in the financial sector is both efficient and long-
lasting, examining these facets will offer a more thorough understanding of the advantages and
difficulties associated with blockchain integration.

2. LITERATURE SURVEY

Vernekar et al. (2022) investigate the way blockchain technology might be applied in the banking
industry, highlighting how it can improve security, transparency, and operational efficiency. The
authors stress that blockchain technology can drastically lower fraud and operating expenses, but
they also recognise that regulatory compliance presents difficulties and that a strong technical
foundation is required. The study comes to the conclusion that blockchain offers a bright future
for safe and open financial operations and has the ability to completely transform conventional
banking systems, even in the face of these obstacles.

Bhattacharya and Bhattacharjee (2022) discuss blockchain technology's uses in the banking sector,
emphasising its role in improving financial transaction security, efficiency, and transparency. The
article examines present uses including cross-border payments and smart contracts, as well as
possible future advances. The authors emphasise that, while blockchain has the potential to
minimise fraud and enhance operational efficiency, the banking industry has hurdles in properly
implementing this technology, notably in terms of regulatory compliance and technological
integration. Overall, the assessment highlights blockchain's transformational potential in the
banking sector.

Wu and Wang (2020) investigate the use of blockchain technology in merging management and
financial accounting, highlighting its potential to improve data quality, transparency, and
confidence in accounting procedures. The authors discuss how blockchain can improve real-time
data sharing and eliminate errors, making accounting more efficient and reliable. However, they
also highlight the difficulties of technical adoption and regulatory constraints that must be
addressed for successful implementation. Overall, the report emphasises the tremendous benefits
blockchain can offer to the integration of accounting procedures by altering existing accounting
systems.

Demirkan et al. (2020) investigate the transformational potential of blockchain technology for
improving cybersecurity and accounting in future company landscapes. The report emphasises
blockchain's capacity to provide secure, tamper-proof data storage, which greatly reduces fraud
and improves transparency in business operations. The authors examine how blockchain
technology could transform accounting processes by providing more precise and dependable
financial reporting. They do, however, acknowledge the limitations of integrating blockchain into
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existing company infrastructures, emphasising the importance of carefully considering
technological and regulatory concerns. Overall, the study emphasises blockchain's importance in
the future of enterprise cybersecurity and accounting.

Osmani et al. (2020) perform a thorough review of the costs, benefits, risks, and possibilities
associated with using blockchain technology in the banking and financial sector. The report
emphasises blockchain's ability to lower operational costs, improve efficiency, and increase
transparency in financial services. However, it emphasises the hazards associated with blockchain
implementation, such as legal obstacles and cybersecurity threats. The authors emphasise the
significance of carefully balancing these benefits with the accompanying risks and costs in order
to fully realise blockchain's potential for driving next-generation banking and financial services.

Sung and Park (2021) study the use of blockchain-based identity management systems in the
public sector, emphasising their ability to improve security, privacy, and efficiency in identity
verification operations. The paper examines major elements impacting adoption, such as trust,
technological preparedness, and regulatory compliance, and discusses the obstacles of integrating
these technologies into existing public infrastructures. The authors emphasise the importance of
establishing regulatory frameworks and overcoming technological challenges in order to fully
realise the benefits of blockchain-based identity management, which will eventually lead to more
secure and efficient public sector operations.

Othman et al. (2022) look at the linear and non-linear relationships between the blockchain
technology index and stock market indices in the UAE banking industry. The study found that
blockchain technology considerably impacts stock market performance, both directly and
indirectly, emphasising its potential to drive market shifts. The authors give useful insights for
investors by demonstrating how blockchain can affect stock valuations and discussing the
consequences for regulators in effectively regulating blockchain integration in financial markets.
This study emphasises the necessity of understanding blockchain's complex effects on financial
markets, notably the banking industry.

Wang et al. (2020) investigate the use of blockchain technology and Nudge theory to enhance data
privacy management in open banking systems. The study presents a system that improves user
control over personal data by combining blockchain's safe and transparent data handling
capabilities, as well as the potential of Nudge theory to encourage users towards better privacy
practices. This method seeks to increase trust in open banking by promoting informed privacy
decisions. The authors also address the problems of user involvement and technical integration,
emphasising the potential for this integrated approach to improve data privacy in the changing
open banking landscape.
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Mafike and Mawela (2022) perform a thorough analysis of blockchain design and implementation
methodologies in the banking sector, emphasising the important issues and problems. The paper
addresses several banking-specific design strategies, with an emphasis on security, scalability, and
regulatory compliance. It identifies issues like technology hurdles, high implementation costs, and
institutional opposition to change. The authors emphasise the importance of meticulous
preparation and a strategic approach to properly integrating blockchain technology into banking
operations, highlighting the sector's potential for transformation if these issues are adequately
managed.

Hasan and Habib (2022) investigate the integration of mobile banking, digital payment systems,
and smart contracts into a blockchain-based financial system, focussing on their potential to
improve financial transaction security, efficiency, and transparency. The study describes how
blockchain technology enables tamper-proof and transparent operations while also lowering
transaction costs and increasing financial inclusion. However, the authors highlight issues such as
regulatory barriers and the need for greater adoption of blockchain technology in order to fully
realise these benefits. This study highlights the revolutionary potential of integrating these
technologies into modern financial systems.

Xue (2022) develops an enterprise financial information fusion and sharing solution based on
blockchain technology to improve data integration, security, and transparency across financial
institutions. The suggested system uses blockchain to enable secure, tamper-proof, and efficient
information sharing, eliminating data redundancy and boosting financial correctness. While the
system provides considerable benefits in terms of data security and trust, the report also cites
problems, such as the difficulty of integrating blockchain into current infrastructures and the
requirement for specialised technical expertise. This study emphasises blockchain's potential for
revolutionising company financial information management.

Amponsah et al. (2022) look into the usage of cloud-based blockchain technology to improve the
financial security of national health insurance systems. The article focusses on how this technology
can drastically minimise fraud, increase data integrity, and assure transparent financial transactions
inside health insurance frameworks. The suggested approach improves efficiency and trust in
health insurance management by harnessing the combined benefits of cloud and blockchain
technology. However, the study also addresses issues linked to technology adoption and
blockchain integration with current systems, emphasising the importance of deliberate deployment
to maximise the potential benefits.

Ganesan (2020) highlights how machine learning-driven Al has transformed financial fraud
detection in 10T environments. By employing advanced algorithms such as anomaly detection,
clustering, and both supervised and unsupervised learning, Al systems rapidly and accurately
detect suspicious patterns in large 10T data streams. Trained on historical transaction data, these

14


http://www.jst.org.in/
https://doi.org/10.46243/jst.2023.v8.i9.pp09-27

Journal of Science and Technology
ISSN: 2456-5660 Volume 8, Issue 9 (September -2023)

www.jst.org.in DOI: https://doi.orqg/10.46243/jst.2023.v8.i9.pp09-27

models effectively distinguish between legitimate and fraudulent transactions in real-time. The
study explores the methodologies, datasets, and evaluation metrics required for adaptive learning,
emphasizing frequent retraining and automatic response mechanisms to ensure the reliability and
accuracy of fraud detection models in dynamic 10T settings.

With an emphasis on Gaussian data, Peddi (2020) examines affordable big data mining in a cloud
computing environment utilizing K-means clustering. Lloyd's K-means algorithm is used in the
study to assess the effects of various cluster sizes (k) on computation time and accuracy. Results
show that substantial cost reductions can result from early stopping at high, if imperfect, accuracy
levels. In order to maximize performance and minimize costs, the study highlights how crucial it
is to choose the best starting centers and manage resources effectively. With this strategy,
companies may use cloud-based solutions to use advanced analytics without going over budget.

3. METHODOLOGY

The goal of this project is to improve safe accounting procedures in the banking and financial
industries by investigating how blockchain technology can be integrated with database
management systems (DBMS). The technological, operational, and regulatory components of this
integration are all intended to be fully addressed by the methodology. A thorough explanation of
the research methodology, including the case studies, performance evaluation, and underlying
architecture, may be found in the following subtopics.

3.1. Literature Review and Conceptual Framework

To develop a conceptual framework that directs the research, the technique starts with thoroughly
examining the literature. The assessment centres on how blockchain technology improves data
security, immutability, and transparency—all essential for financial operations. It also looks at
how well DBMSs can handle big amounts of organised financial data and guarantee quick
processing and retrieval.

The following fundamental ideas form the basis of the conceptualisation of blockchain and DBMS
integration:

> Decentralisation: By eliminating the need for middlemen, blockchain's decentralised ledger
lowers the possibility of fraud and data breaches.

> Immutability: A transaction cannot be changed once it is recorded because to the
blockchain's usage of cryptographic hashing. Ensuring the integrity of financial documents
is crucial.

> Efficiency: Blockchain improves the security and transparency of these activities, while
DBMS supplies the processing power required to handle big information.

15


http://www.jst.org.in/
https://doi.org/10.46243/jst.2023.v8.i9.pp09-27

Journal of Science and Technology
ISSN: 2456-5660 Volume 8, Issue 9 (September -2023)

www.jst.org.in DOI: https://doi.orqg/10.46243/jst.2023.v8.i9.pp09-27

The conceptual framework establishes the groundwork for the design and execution of the ensuing
research.

3.2. Research Design and Data Collection

A mixed-methods research strategy integrating qualitative and quantitative methodologies is
utilised to assess how blockchain integrates with DBMS.

Qualitative Research:

Analysis of Case Studies: The study includes in-depth case studies of financial organisations that
have integrated blockchain technology with DBMSs. This selection of case studies represents a
variety of organisational sizes, geographic locations, and regulatory contexts.

Expert Interviews: Financial sector professionals, DBMS specialists, and blockchain developers
offer qualitative insights into this integration’'s advantages and practical difficulties.

Quantitative Research:

Performance Data Collection: Financial institutions provide empirical data on the speed at which
transactions are processed, the time it takes to retrieve data, and the frequency of security problems.

Comparative Analysis: The study assesses how well-integrated blockchain-DBMS systems
perform compared to standard DBMS systems to measure gains in security, efficiency, and
transparency.

Data is gathered from various sources, such as scholarly publications, industry reports, and internal
documents from involved universities. This guarantees a thorough dataset that facilitates reliable
analysis.

3.3. Integration Architecture and Implementation Models

The technical architecture of blockchain-DBMS integration is a crucial area of study for the
project. This section describes the design and implementation approaches to seamless integration,
especially in cloud-based environments.

3.3.1. Hybrid Integration Architecture

On-Chain and Off-Chain Data Storage: The integration architecture is built on a hybrid paradigm
in which less critical financial data is handled by the DBMS (off-chain), and crucial financial data,
including transaction records, is kept on the blockchain (on-chain). This method maximises
transaction speed and storage efficiency.
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Smart Contracts: Smart contracts are implemented within the blockchain to automate the
completion of financial transactions. To ensure that predetermined rules and conditions are
followed, these contracts communicate with the DBMS to extract and save data as needed.

Security Mechanism: To ensure the security of the blockchain ledger, a cryptographic hashing
function, expressed mathematically as follows, is used.

H(T) =Y, Hash (T;) + Nonce 1)
where:

e H(T) is the hash of the transaction block T,

e T; denotes individual transactions within the block,

e Hash (T;) is the cryptographic hash function applied to each transaction T;,
e Nonce is a random value used to ensure the uniqueness of the hash.

Every block of transactions is guaranteed to be securely hashed by this equation, making it
unchangeable and impervious to manipulation. By altering the hash output and preventing the
reuse of previous hash values, the nonce provides an extra degree of protection.

Algorithm 1: Blockchain-DBMS Transaction Validation

Input: Transaction data, Smart contract conditions, DBMS record
Output: Validation status (Valid/Invalid)
Begin
For each transaction in transaction data do
Retrieve corresponding DBMS record
If DBMS record matches transaction data then
Execute smart contract conditions
If conditions are met then
Mark transaction as Valid
Else
Mark transaction as Invalid
End if
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Else
Mark transaction as Invalid
End if
End for
Return Validation status

End

This algorithm 1 verifies financial transactions by comparing them to the DBMS's current records
and determining whether or not they adhere to the terms of the smart contract. Every transaction
is iterated through, the matching record is retrieved from the DBMS, and a match is checked for.
The transaction is considered valid if the data matches and the requirements of the smart contract
are satisfied. It is flagged as invalid otherwise. By ensuring that only legitimate and accurate
transactions are noted, the procedure improves the security and integrity of financial data in the
blockchain-DBMS integrated system.
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Figure 1: Blockchain-DBMS Integration Architecture.

The combination of DBMS with Blockchain for safe financial transactions is depicted in Figure 1.
Transaction Processing starts when a user enters data and sends an API request. The information
is fed into the DBMS for effective off-chain data storage as well as the Blockchain Ledger for safe,
immutable on-chain storage. Transaction integrity is verified using security and scalability tests in
the validation process. Data is processed and sent as a Final Processed Output once validation is
complete. This flow makes sure that the scalability and speed of DBMS for effective financial
operations are balanced with the security and immutability of blockchain records.
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3.3.2. Interoperability and Data Flow Management

API Integrations: DBMS and blockchain can communicate with one other more easily when API
integrations are implemented. These APIs guarantee that there is no latency or data loss during
data transfer between the two systems.

Data Flow Optimization: The high transaction volumes that are typical of financial organisations
are handled via an optimised data flow between the blockchain and DBMS. To effectively manage
huge datasets, this involves utilising distributed databases and real-time data processing.

3.3.3. Scalability Considerations

Sharding and Layer-2 Solutions: Methods like sharding—which split the blockchain into smaller,
easier-to-manage segments—and layer-2 solutions—which employ off-chain scaling strategies—
are used to solve scalability issues. When transaction volumes rise, the system can grow well
thanks to these techniques.

Scalability Equation: The following formula is used to assess the integrated system's scalability:
S== )
Where:
e S represents the system's scalability,

e T, is the total processing time for transactions,

e N denotes the number of nodes participating in the blockchain network.

The system's scalability when more nodes are added is gauged by this equation. Better scalability
is indicated by a smaller value of S, which means that when the network grows, the system can
effectively handle more transactions.

Algorithm 2: Scalable Data Retrieval in Blockchain-DBMS Integration

Input: Query request, Blockchain ledger, DBMS records
Output: Retrieved data or error message
Begin

While query request is not empty do

Retrieve data from Blockchain ledger
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If Blockchain data is found then
Retrieve corresponding data from DBMS
If DBMS data is retrieved successfully then
Return Combined data
Else
Return Error: "DBMS Data Retrieval Failed"
End if
Else
Return Error: "Blockchain Data Not Found"
End if
End while
End

Effective data retrieval from a blockchain-DBMS system is made easier by this Algorithm 2. The
program goes over the blockchain ledger in order to find pertinent data whenever a query is made.
Following the discovery of the data, the DBMS is queried for the relevant data. In the event that
both retrievals are accomplished, the user receives the combined data. An error message is
produced in case any retrieval is unsuccessful. Safe financial activities in cloud-based systems
depend on prompt, dependable access to complete, correct data. This approach guarantees just that.

3.4. Performance Evaluation and Security Assessment

Performance measurements and security evaluations are used to gauge how well the blockchain-
DBMS interface is working.

Transaction Throughput: To evaluate how blockchain integration affects DBMS performance, the
number of transactions handled per second (TPS) is counted. An increased TPS denotes better
system performance.

Data Retrieval Speed: By analysing the amount of time needed to retrieve data from the integrated
system, latency is kept to a minimum and real-time access to financial information is guaranteed.

Efficiency Equation: The following formula is used to measure the integrated system's data
retrieval efficiency:

Ey=—2 3)

T T+Ty
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Where:

e [, represents the data retrieval efficiency,

e ( is the number of queries processed,

e T, is the average time taken to retrieve data from the DBMS,

e T, is the additional time required to verify blockchain transactions.
Security Assessment

Cryptographic Integrity: Hashing algorithms, digital signatures, and encryption techniques are just
a few of the cryptographic approaches that are used to assess the security of an integrated system.

Threat Analysis and Tamper-Resistance: To assess a system's ability to withstand tampering,
several security risks are replicated, including double-spending, Sybil, and unauthorised access
attempts. It is anticipated that the immutable ledger of the blockchain and the safe access
restrictions of DBMS would successfully reduce these threats.

3.5. Regulatory and Compliance Framework

The financial business is heavily regulated, thus this part looks at how well the integration complies
with current legal frameworks and data protection rules.

3.5.1. Data Privacy Compliance

GDPR and CCPA: The integration is assessed for compliance with important data protection laws,
including the California Consumer Privacy Act (CCPA) in the US and the General Data Protection
Regulation (GDPR) in Europe. These regulations control the processing, storing, and sharing of
private financial information, guaranteeing that blockchain and DBMS integration abides by
stringent privacy guidelines.

3.5.2. Compliance with Financial Regulation

Regulations Concerning Anti-Money Laundering (AML) and Know Your Customer (KYC): This
study looks into how blockchain technology, which records financial transactions in a transparent
and traceable manner, can improve compliance with AML and KYC regulations. By using smart
contracts to automate compliance tests, human error risk is decreased and real-time conformity to
regulatory requirements is ensured.

3.5.3. Auditability and Transparency

Blockchain for Audits: Using the immutability of blockchain data, audits may be performed more
quickly and precisely. In order to ensure openness and shorten the time needed for audit
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procedures, financial institutions might give auditors access to an immutable ledger of
transactions.

3.6. Complications and Prospective Solutions

The financial industry has several obstacles in integrating blockchain technology with database
management systems (DBMS). As a result of processing high transaction volumes, sharding and
off-chain transactions are two techniques that help with scalability problems. Although
standardised APIs and middleware platforms have been proposed to facilitate communication,
blockchain and current DBMS interoperability is still difficult. Permissioned blockchains and the
creation of uniform regulatory frameworks are two strategies suggested to address the issue of
regulatory obstacles brought on by differing jurisdictional needs.

4. RESULT AND DISCUSSION

The potential for improving financial security in the national health insurance business through the
integration of blockchain technology with cloud-based systems is substantial. The results show
that the decentralised and unchangeable ledger system of blockchain contributes to a significant
improvement in data privacy and a decrease in fraud. The study shows that blockchain technology
can offer a clear and safe financial transaction platform, which is especially helpful in the health
insurance industry where data integrity is crucial.

Table 1 shows a 25% increase in transaction transparency and a 30% decrease in fraudulent activity
when comparing the financial security measures before and after the deployment of blockchain.
With a 20% increase in user confidence after implementation, Table 2 illustrates user engagement
and trust levels. With a 35% decrease in transaction processing time owing to the automated nature
of smart contracts incorporated into the blockchain system, Table 3 displays the operational
efficiency.

The report does note a number of difficulties, though, such as how difficult it will be to integrate
blockchain technology with current systems and how comprehensive regulatory frameworks will
be required to control this new technology. Blockchain is a workable method for protecting
financial activities in the national health insurance industry, notwithstanding these difficulties, as
the potential advantages greatly exceed the risks.

Table 1: Financial Security Measures Pre- and Post-Blockchain Implementation.

Measure Pre-Implementation | Post-Implementation | Improvement (%o)
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Fraudulent Activities 100 70 30%
(Cases)
Transaction 60 85 25%
Transparency (%)

The efficacy of financial security measures in the national health insurance business before and
after blockchain technology was implemented is contrasted in this Table 1. The data indicates a
noteworthy 30% decrease in fraudulent activity, so highlighting the potential of blockchain
technology to augment security through the provision of an impenetrable ledger. The table also
demonstrates a 25% improvement in transaction transparency, demonstrating how the
decentralised and unchangeable nature of blockchain considerably enhances the accountability and
visibility of financial activities. These enhancements highlight how blockchain technology may
reduce risks and boost confidence in financial transactions inside health insurance systems.

Table 2: User Engagement and Trust Levels.

Measure Pre-Implementation | Post-Implementation | Improvement (%)
User Confidence 70 90 20%
Level (%)
User  Engagement 500 600 20%
(Sessions)

The effect of using blockchain technology on user involvement and trust in the national health
insurance market is depicted in Table 2. The data indicates a 20% rise in user confidence, which
may be attributed to increased trust in the security and transparency of financial processes
following the installation of blockchain. There was a 20% increase in user engagement, as
indicated by the number of sessions, which suggests increased user involvement with the system.
These developments imply that blockchain technology improves security and has a beneficial
impact on user involvement and perceptions, all of which are essential for new financial systems
to be successfully adopted.
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Figure 2: Enhancement of User Engagement and Trust Post-Blockchain Implementation.

Figure 2 displays the way the national health insurance sector's usage of blockchain technology
has increased user engagement and confidence levels. The increased security and transparency in
financial procedures are responsible for the 20% increase in user confidence depicted in the figure.
Additionally, based on the quantity of sessions, it shows a 20% rise in user engagement. These
findings suggest that blockchain enhances user behaviour and perceptions, which are critical for
the effective adoption of new financial technology, in addition to strengthening system security.

Table 3: Operational Efficiency in Transaction Processing.

Measure Pre-Implementation | Post-Implementation | Improvement (%)
Transaction 20 13 35%
Processing Time (min)

System Downtime 15 10 33%
(hrs/month)

The improvements in operational efficiency brought about by the use of blockchain technology in
the national health insurance market are displayed in this Table 3. It displays a 35% decrease in
transaction processing time, illustrating the efficiency benefits of utilising smart contracts and
other automated blockchain operations. The table moreover showcases a noteworthy 33% decrease
in system outages, signifying heightened system dependability and uninterrupted accessibility.
These efficiency advantages are essential for raising the reliability and speed of financial
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operations, which raises the effectiveness of health insurance systems as a whole in handling
financial transactions.

40

Time {min)
[
=

Pre-Implementation Post-Implementation Improvement (%)

Figure 3: Operational Efficiency Gains Through Blockchain in Transaction Processing.

Figure 3 presents the enhancements in operational effectiveness attained through the incorporation
of blockchain technology into the national health insurance domain. It illustrates the efficiency
advantages of utilising automated procedures like smart contracts by showing a 35% reduction in
transaction processing time. The statistic also indicates better system dependability and continuous
availability with a 33% drop in system downtime. The optimisation of health insurance systems'
overall performance depends on these efficiency gains since they play a crucial role in improving
the speed and reliability of financial operations.

5. CONCLUSION AND FUTURE ENHANCEMENT

The research concludes that blockchain technology greatly improves financial security in the
national health insurance market when combined with cloud-based solutions. Decreased
fraudulent activities, enhanced data privacy, and elevated transaction transparency exhibit the
technological potential. But overcoming obstacles to technology integration and regulatory
compliance is necessary for blockchain adoption to be successful. Blockchain offers a viable
remedy for the problems that exist today about money management inside health insurance
frameworks. Future research should concentrate on creating standardised regulatory frameworks
and investigating cutting-edge blockchain integration solutions to further improve security and
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efficiency in financial operations within the national health insurance industry. To get the most out
of blockchain technology, user involvement and education should also be prioritised.
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