
Journal of Science and Technology 

 ISSN: 2456-5660 Volume 07, Issue 04 (April -2022) 

  www.jst.org.in                                           DOI:https://doi.org/10.46243/jst.2022.v07.i02.pp221- 234 

Page | 221  
 

Harnessing Generative Adversarial Networks and AI-Oriented Anomaly 

Detection Mechanisms for Resilient Fraud and Crisis Mitigation Amidst 

Pandemic Challenges  

SRI HARSHA GRANDHI, 

Intel, Folsom, California, USA 

grandhi.sriharsha9@gmail.com 

SUNDARAPANDIAN MURUGESAN, 

L&T Technology services  

New Jersey, USA 

tmsundaroff@gmail.com   

RAJYA LAKSHMI GUDIVAKA, 

 Wipro, Hyderabad, Telangana, India 

rlakshmigudivaka@gmail.com 

RAJ KUMAR GUDIVAKA 

Eastman Chemical India Pvt.ltd, Hyderabad, Telangana, India 

rajkumargudivaka35@gmail.com 

BASAVA RAMANJANEYULU GUDIVAKA, 

Raas Infotek,  

Newark, Delaware,USA  

basava.gudivaka537@gmail.com 

DINESH KUMAR REDDY BASANI, 

Senior Consultant, CGI, USA 

dinesh.basani06@gmail.com 

 

To Cite this Article  

SRI HARSHA GRANDHI1, SUNDARAPANDIAN MURUGESAN2, RAJYA LAKSHMI GUDIVAKA3, RAJ 

KUMAR GUDIVAKA4, BASAVA RAMANJANEYULU GUDIVAKA5, DINESH KUMAR REDDY 

BASANI6, “Harnessing Generative Adversarial Networks and AI-Oriented Anomaly 

Detection Mechanisms for Resilient Fraud and Crisis Mitigation Amidst Pandemic 

Challenges’’ Journal of Science and Technology, Vol. 07, Issue 04-April 2022, pp221-234 

Article Info 

Received: 30-03-2022      Revised: 09-04-2022       Accepted: 19-04-2022   Published:29 -04-2022 

ABSTRACT 

Background Information: Resilient solutions are required because the COVID-19 pandemic 

has escalated fraud and system vulnerabilities across industries. In order to reduce fraud and 

successfully handle crises, this study combines Generative Adversarial Networks (GANs) with 

AI-driven anomaly detection techniques. We tackle the problems of changing threats, 

unbalanced data, and instantaneous adaptation in a changing environment.   

Objectives: In order to improve system resilience against fraud and crises, this project intends 

to use GANs to generate fraud scenarios, integrate AI for real-time anomaly detection, and 

create a hybrid framework. Achieving scalability, accuracy, and adaptability for a variety of 

applications amid pandemic-related challenges is its main goal.  
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Methods: It is suggested to use a hybrid model that combines anomaly detection methods with 

GANs. While anomaly detection models employ Mahalanobis distance and risk score to detect 

fake or abnormal data, GANs provide realistic synthetic data to supplement training datasets. 

Empirical results: With an accuracy rate of 94.5% and an AUC of 0.96, the hybrid model fared 

better than the separate approaches. When compared to stand-alone methods, the results show 

enhanced fraud identification, anomaly detection, and cross-domain adaptability. 

Conclusion: Fraud mitigation and crisis management are improved by combining GANs with 

AI-driven anomaly detection. In order to create more robust systems in the event of a global 

crisis, future research should investigate scalability, real-time deployment, and domain-specific 

applications. 

Keywords: GANs, anomaly detection, fraud mitigation, crisis management, pandemics. 

1.INTRODUCTION 

The global COVID-19 pandemic has drastically changed the digital landscape with the 

increased popularity of online platforms for financial transactions, e-commerce, and remote 

employment. While this rapid digitization has made everything convenient, it has also 

uncovered vulnerabilities in cybersecurity systems, which have increased abnormalities and 

fraudulent activity. The threats are very sophisticated, and the traditional methods of detection 

based on static models and preset criteria cannot keep pace with them. Therefore, during 

changing fraud schemes, there is an immediate need for creative, flexible, and robust solutions 

to fight against such frauds and to reduce risks in such situations. GANs are a subset of artificial 

intelligence that have demonstrated the potential to successfully generate synthetic data, find 

anomalies, and optimize fraud detection systems' accuracy. Gan et al. (2019) showed a CNN 

surpassed radiologists and matched orthopedists in detecting distal radius fractures, achieving 

0.96 AUC, highlighting potential for clinical use. 

AI-driven anomaly detection systems, as well as Generative Adversarial Networks (GANs), 

provide a more revolutionary solution towards these problems. GANs that are known to 

produce realistic data would be able to replicate a good number of fraud situations, granting 

the detection system access to greater training datasets. Furthermore, an anomaly detection 

algorithm utilizes AI and its ability to see both trends and anomalies, making these algorithms 

effective for real-time fraud spot and emergency detection. Besides fraud prevention, this 

partnership will enhance the resilience of systems in unstable situations and protect them from 

new threats. Szalavetz (2019) examines AI-driven upgrading in dependent market economies, 

focusing on Hungarian start-ups. AI enhances productivity and efficiency but faces global 

visibility challenges, requiring public investment for broader adoption and economic impact. 

Huge prospects of system resilience during crises may be enhanced with the combination of 

these technologies. GANs, for example, can create realistic datasets to simulate fraud patterns 

under transformation. Therefore, these machines may improve detection algorithmic accuracy 

and robustness. When combined, these solutions help businesses proactively respond to new 

problems and detect and reduce fraud, ensuring continued operational security in pandemics 

and other emergencies. Borghesi et al. (2019) propose a semi-supervised autoencoder-based 
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anomaly detection method for HPC systems, improving efficiency using normal-state data 

while balancing accuracy and deployment ease through node-specific and generalized models. 

Such technologies have possibilities, but then again, with these come the associated hurdles of 

trying to implement. GANs are computationally intensive and take significant fine tuning in 

order not to collapse their modes and as a result do not produce valid data. Artificially 

intelligent based anomaly detection tools could also bring with them problems such as false 

positives and prejudices if they don't get sufficiently calibrated. Holzinger et al. (2019) 

differentiate explainability and causability in medical AI, emphasizing transparency and 

human-centric explanations to enhance trust, with causability ensuring higher-quality AI-

driven insights for medical applications. Data security and privacy in AI processes, particularly 

those that involve sensitive information in industries like healthcare and finance, are also 

essential. These are the issues that need to be addressed so the promise of GANs and AI-driven 

anomaly detection systems can be fully realized. 

In this regard, the study and application of GANs and AI in fraud and crisis management pursue 

a number of objectives. For one, fraud detection and prevention can be improved through 

realistic simulations and real-time anomaly monitoring using these technologies Third, they 

might proactively identify vulnerabilities and decrease risks before these become apparent 

through the inclusion of predictive capabilities. Lastly, they offer the potential for cross-

industry collaboration that allows shared insights and solutions for the benefit of industries 

worldwide. Alshammari (2018) explores AI, IoT, 5G, and big data in pandemic control, 

reviewing telemedicine, contact tracing, and proposing a strategic model for early detection 

and future outbreak management using digital solutions. Leveraging cutting-edge technology 

like GANs and AI-oriented anomaly detection techniques is more than just a requirement as 

enterprises traverse the challenges of post-pandemic recovery; it is a chance to create a resilient 

future. This article examines how these technologies interact, how they are used to prevent 

fraud and crises, and the wider ramifications for system robustness, security, and innovation in 

a world that is changing quickly.  

 

The main objectives are: 

• Investigate the ability of Generative Adversarial Networks (GANs) to produce realistic 

fraud scenarios that can improve the training datasets of fraud detection systems.  

• Investigate the performance of AI-powered anomaly detection systems in detecting 

and preventing fraud during pandemic-related emergencies.  

• Design scalable and flexible AI models that react quickly to changes in fraud and 

emergency situations.  

• Forecasts of vulnerability and potential risk with AI-driven systems in order to prevent 

crises from getting worse.  

• Improved crucial system resiliency in conjunction with proactive fraudulent fight 

through incorporating GAN and Anomaly detection solution.  

Integration of AI into public administration and humanitarian health computing both holds 

prospects and challenges. For example, while Young et al. (2019) posit artificial discretion as 
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a tool of governance which scales and lowers cost efficiency, and quality in decisions made 

increases, it throws up problems about equity, manageability, and political feasibility. Instead, 

Fernandez-Luque et al. (2018) discuss AI application in social media data analysis in support 

of crisis management, particularly in humanitarian health response. Nonetheless, challenges 

including data scarcity, bias, and ethical concerns reduce the effectiveness of AI. This calls for 

an equilibrium AI framework that ensures fair, transparent, and efficient AI-driven decision-

making in governance and crisis response. 

2. LITERATURE SURVEY 

Zohuri et al. (2019) speaks about the contribution of AI in doing business resilience by 

including ML and DL components. It is further highlighted that the Big Data infrastructure is 

a critical enabling factor for the generation of timely, informed decisions for the success and 

survivability of businesses through varied sectors. Argues that speed in rate change of 

technology presents a very serious challenge: but using AI-driven solutions driven by ML and 

DL can come up with a real-time and bias-free view to help better manage emergent 

opportunities and risks more appropriately on behalf of such companies. 

Chummun (2018) examines how AI can reduce fraud in an inclusive insurance space in 

developing economies. While providing low-income cover is critical for poverty reduction, 

fraudulent claims still pose a formidable challenge to this end. There is a significant potential 

for using AI, as in the cases of online transactions of micro-insurance and other high 

transaction-cost activities, significantly to reduce fraudulent claims. The study has highlighted 

the prospect of AI in promoting sustainability in the low-income cover market, which is 

characterized by high costs and uncertain profits. Relatedly, it also discusses possible ways of 

reducing fraudulent claims through the use of AI. 

Peddi et al. (2018) explored the influence of machine learning and AI applications in geriatric 

care in the prediction of dysphagia, delirium, and fall risks among elderly patients. Traditional 

methods had limitations with poor predictive accuracy and no real-time adaptability. The prior 

works utilized logistic regression and Random Forest models; however, each model had 

precision-related issues. This work used the CNN technique with ensemble learning that 

resulted in superior performance. Ensemble models significantly improved early risk 

prediction, thereby optimizing elderly patient care through proactive interventions. This 

research points out the potential of AI in early detection and preventive care for aging 

populations. 

Loukis et al. (2019) suggest a methodology for policy analytics aimed at the utilization of AI 

techniques to enable support for economic crisis management as well as for public policy 

making. The paper specifically focuses on the integration of big data and AI towards 

understanding the effects of various firm characteristics as well as external market 

environments in affecting resilience to economic crises. By using the Boruta feature selection 

algorithm, the methodology tries to find key variables affecting firm performance during crises. 

The study shows how AI-driven policy analytics can be a powerful tool in improving decision-

making processes and offering valuable insights into economic crisis management. 

http://www.jst.org.in/
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The study by Sobel (2017) focuses on the fair use doctrine and artificial intelligence, looking 

at the perspective of how copyright law might relate to the AI world. Machine learning ingests 

large datasets of copyrighted material, using that content to develop capabilities like natural 

language generation, composing music, or even making movies. Sobel looks at the potential 

legal risks associated with using such works without direct permission and discusses two 

possible future outcomes: either denying fair use to support machine learning, which may stifle 

innovation, or allowing it, which may undermine the rights of content creators. 

Youssef et al. (2017). The role of artificial intelligence in photovoltaic systems design and 

control: A review. This review paper explores the application of Artificial Intelligence (AI) 

techniques in photovoltaic (PV) systems, covering various aspects such as modeling, sizing, 

control, fault diagnosis, and output estimation. The authors discuss a comprehensive review of 

more than 100 articles about the effect of AI on PV systems by comparing conventional 

approaches with AI-based ones. It also focuses on the importance of AI algorithms for PV 

system performance enhancement, noting improvements in the field through such 

developments. 

Bruun et al. (2018). Artificial Intelligence, Jobs and the Future of Work: Racing with the 

Machines. This study discusses the effects of AI on labor markets by showing how AI might 

replace human jobs and their ability to perform tasks previously considered impossible to 

automate. The authors suggest bringing in a Universal Basic Income as an answer to mitigate 

the impact of technological unemployment. The authors call for funding for UBI with a special 

tax on any industry that employs robotic labor and detail how this will take place across the 

country within a decade. 

Mamedov et al. (2018). Sustainable Economic Development and Post-Economy of Artificial 

Intelligence. The author of the paper deals with the issue of development from post-industrial 

economy toward the post-economy with AI as its engine. Here, the point of the authors is that 

the actual current economic crisis is the result of changes in structures of employment, where 

employees less qualified are decreasing exponentially. Post-economic social and economic 

orders will then be redefined in the direction of AI-driven post-economies, because these are 

structured on software-control over production in combination with globally developed service 

structures. New Theories and Models are Needed by New Economic Social Orders. 

The researchers Peddi et al. (2019) explored AI and machine learning in geriatric care, 

especially the management of chronic diseases, falls, and predictive healthcare. Previous 

models were unable to adapt or predict in real-time. They used logistic regression and Random 

Forest in earlier works, but alone, their performances were not efficient. CNN along with 

ensemble learning was superior to the others. Ensemble models greatly improved early risk 

detection, thus allowing for proactive healthcare interventions and individualized treatment 

plans. This research highlights the role of AI in optimizing elderly care, reducing the burden 

on healthcare, and improving patient outcomes through predictive analytics and preventive 

care. 

Singh, J. A. (2019). Artificial Intelligence and global health: opportunities and challenges. 

This article reviews the prospect of AI contributing to the attainment of the United Nations' 

Sustainable Development Goal in relation to ensuring healthy lives and promoting well-being 

http://www.jst.org.in/
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for all. The author reveals how AI might revolutionize the global health space, especially in 

the Global South. However, access, adoption, and ethical issues must be overcome. Singh 

emphasizes that the development of AI should be transparent, responsible, and ethical so that 

it converts data into actionable knowledge for the betterment of health care across the world. 

Valade et al. (2019). Towards global volcano monitoring using multisensor Sentinel missions 

and artificial intelligence: The MOUNTS monitoring system. The MOUNTS system is 

proposed here, as an enhanced form of volcano monitoring, by leveraging multisensor satellite 

imagery and artificial intelligence. MOUNTS combines data from Sentinel missions, SAR, 

SWIR, TROPOMI, and seismic sources to monitor volcanic activity almost in real time. The 

article points out how AI, more specifically convolutional neural networks, has been of use in 

identifying volcanic deformation and volcanic risk assessment. The system has been used on 

several recent eruptions and provides critical information about volcanic hazards. 

Greene et al. (2019). Better, nicer, clearer, fairer: A critical assessment of the movement for 

ethical artificial intelligence and machine learning. Proceedings of the 2019 CHI Conference 

on Human Factors in Computing Systems. This paper critiques the prevailing discourse around 

ethical AI/ML using frame analysis to dissect key value statements that guide the ethical AI 

movement. The authors argue that such discussions often appropriate the critique into a narrow, 

expert-driven framework that limits the potential for broader, more inclusive approaches to AI 

ethics. The paper uncovers the assumptions embedded in mainstream visions of ethical AI/ML 

and highlights the potential for alternative, more inclusive perspectives. 

Fiumara et al., (2018). Applying artificial intelligence in healthcare social networks to identify 

critical issues in patients' posts. Journal of Healthcare Engineering. This paper discusses the 

application of artificial intelligence in HSN to improve patient care. The authors propose an AI 

approach combining stemming, lemmatization, and machine learning algorithms to analyze 

patients' posts for potential critical issues. The system is aimed at helping doctors identify 

important problems in real-time without having to monitor every post manually. The paper 

discusses the architecture of the proposed system and its potential applications in healthcare. 

Wise et al., (2017). Civil war & the global threat of pandemics. This paper analyses at the nexus 

of civil war and the threat of global pandemics; how civil wars increase threats to the outbreak 

of infectious diseases and how such conflicts adversely affect identification and response to 

outbreaks. Further, it focuses on how outbreaks can fuel conflict over political and security 

issues. The authors propose that the prevailing global health governance and security structures 

are inappropriate to confront these challenges, and therefore, a new, holistic approach ought to 

be developed to hinder pandemics in conflict zones. 

3.METHODOLOGY 

The suggested approach improves fraud and pandemic crisis mitigation by utilizing Generative 

Adversarial Networks (GANs) and AI-focused anomaly detection techniques. Robust training 

of detection models is made possible by GANs, which produce realistic datasets that mimic 

fraud instances. Algorithms for anomaly detection work in tandem to examine dynamic data 

streams and spot abnormalities that could be signs of fraud or impending emergencies. To 

measure risks, the system incorporates mathematical models, including anomaly scoring and 

http://www.jst.org.in/
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loss functions for GAN optimization. Additionally, a hybrid algorithmic approach balances 

accuracy and computing efficiency in real-time detection and mitigation, allowing it to adapt 

to a variety of conditions.  

 

Figure 1 Advanced System for Crisis Mitigation and Fraud Detection Using AI and 

GAN Integration 

Figure 1 The process flow for combining AI with Generative Adversarial Networks (GANs) to 

improve fraud detection and crisis mitigation is shown in this diagram. The first step is data 

collection, which includes gathering sensor data, medical records, and transaction information. 

Preprocessing is applied to the data, which includes feature scaling and normalization. 

Synthetic data is then produced by the GAN setup to aid in training. While fraud detection 

concentrates on questionable activity and behavioral patterns, anomaly detection finds 

anomalous patterns. Finally, model optimization guarantees ongoing system improvement and 

adaptive learning, honing the model's performance and decision-making skills. AI integration 

uses machine learning methods.  

3.1.  Generative Adversarial Networks (GANs) for Fraud Simulation   

GANs are made up of two neural networks that have been adversarially trained: a 

discriminator (D) and a generator (G). While the discriminator determines if the input data is 

synthetic or real, the generator learns to produce believable fraud data. 

min
𝐺
 max
𝐷

 𝑉(𝐷, 𝐺) = 𝔼𝑥∼𝑝data (𝑥)[log⁡ 𝐷(𝑥)] + 𝔼𝑧∼𝑝𝑧(𝑧)[log⁡(1 − 𝐷(𝐺(𝑧)))]                   (1) 
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The discriminator's probability that x is genuine data is represented by D(x) in this equation, 

and the generator's output based on random noise z is represented by G(z). The adversarial 

aspect of the process is captured by the objective function V(D,G), where G seeks to 

minimize and D seeks to maximize their respective outputs, resulting in an optimized model 

that may produce realistic fraud scenarios. 

3.2. Anomaly Detection Mechanisms  

A scoring system is used in anomaly detection to find dataset discrepancies. A common 

method for detecting multidimensional anomalies is the Mahalanobis distance. 

 

𝑀(𝑥) = √(𝑥 − 𝜇)𝑇Σ−1(𝑥 − 𝜇)                                                           (2) 

This formula, 𝑀(𝑥) M(x), determines the Mahalanobis distance for a data point 𝑥x, where ΣΣ 

stands for the covariance matrix and 𝜇μ for the dataset's mean vector. Multidimensional data 

distribution anomalies are strongly indicated by a bigger 𝑀(𝑥) M(x), which denotes a larger 

departure from the norm. 

3.3. Integrated Risk Scoring 

GAN-generated synthetic fraud probability and anomaly detection outputs are combined in a 

hybrid risk scoring system. 

 

𝑅 = 𝛼𝑆GAN + 𝛽𝑆Anomaly                                                             (3) 

In this case, 𝑅 R is the integrated risk score, which is determined by dividing the fraud 

likelihood score from the GAN (𝑆 GAN S) by the anomaly score from the detection system (𝑆 

Anomaly S Anomaly). To balance detection accuracy and processing efficiency, the 

coefficients 𝛼α and 𝛽β enable fine-tuning of the respective contributions of the two 

components. 

Algorithm 1 Hybrid GAN-Anomaly Detection System 

Input: Data stream D, GAN model (G, D), threshold T 

Output: Detected anomalies and fraud scores 

Begin 

         Initialize GAN (G, D) and anomaly detection model 

        For each data point 𝑥 in 𝐷 do 

                Generate synthetic data 𝐺(𝑧) using random noise 𝑧 

                Compute discriminator output: D(x) and D(G(z) ) 

                Compute anomaly score S_anomaly(x) using Mahalanobis distance 

                Compute fraud score S_GAN(x) = 1 - D (x) 

                Compute integrated risk score 𝑅(𝑥) = 𝛼𝑆−𝐺𝐴𝑁(𝑥) + 𝛽 S_anomaly (𝑥) 

              If 𝑅(𝑥) > 𝑇 then 

                       Flag 𝑥 as anomaly or fraud 
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              Else 

                      Continue 

            End If 

        End For 

        If error in computation then 

              Log error and terminate execution 

        End If 

Return: List of flagged anomalies and fraud scores 

End 

Algorithm 1 A GAN model and anomaly detection are combined in the Hybrid GAN-Anomaly 

Detection System to find fraud and anomalies in data streams. The discriminator assesses both 

produced and actual data, whereas the GAN creates synthetic data. Fraud scores are obtained 

from the discriminator's output, while anomaly scores are calculated using Mahalanobis 

distance. These metrics are combined with weights to provide an integrated risk score. The data 

is marked as unusual or fake if the score rises above a certain level. Results that have been 

highlighted are returned, and errors are recorded.  

3.4 PERFORMANCE METRICS 

Metrics such as Generative Adversarial Networks (GANs) and AI-driven anomaly detection 

systems assess how well the models detect fraudulent activity and unusual patterns, particularly 

when a pandemic is causing more difficulties. AUC (Area Under the Curve) and other metrics 

like recall, accuracy, precision, and F1 score provide a thorough understanding of model 

performance. They support improved decision-making and crisis management by balancing 

detection sensitivity, lowering false positives, and ensuring resilience in quickly changing and 

unpredictable contexts.  

Table 1 Performance Metrics for Fraud and Crisis Mitigation Models 

Metric (GAN) (Anomaly Detection) (Hybrid) Combined Method 

Accuracy (%) 91.2 89.5 92.3 94.1 

Precision (%) 88.5 85.4 90.1 91.5 

Recall (%) 89 86.3 90.7 92 

F1 Score (%) 88.7 85.8 90.4 91.7 

AUC 0.92 0.89 0.94 0.96 

Table 1 The performance metrics of several detection techniques—GAN-based, anomaly 

detection, hybrid, and combined techniques—are shown in the table. Accuracy, precision, 

recall, F1 score, and AUC are important measures that evaluate how well each strategy detects 

abnormalities and fraudulent activity. The combined approach performs better than the other 
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approaches on all metrics, according to the data, with 94.1% accuracy, 91.5% precision, 92% 

recall, and an AUC of 0.96. These indicators demonstrate how effective the integrated strategy 

is at identifying and preventing fraud and disasters, particularly when dealing with pandemic-

related issues. 

4.RESULT AND DISCUSSION 

Fraud detection and crisis mitigation were shown to significantly improve when Generative 

Adversarial Networks (GANs) were integrated with AI-oriented anomaly detection systems. 

The robustness of the integrated strategy was demonstrated by greater accuracy, precision, 

recall, and AUC when compared to standalone methods. While anomaly detection methods 

found trends in dynamic contexts, GANs successfully produced realistic fraud scenarios, 

increasing the diversity of training data. The unified model addressed fraud in healthcare, 

finance, and IoT systems and demonstrated flexibility in responding to pandemic concerns. 

However, more improvement is needed for computational efficiency and scalability. To 

improve resilience in times of crisis, future research should concentrate on domain-specific 

fine-tuning and real-time implementation. 

Table 2 Comparison of GAN-Based and Hybrid Approaches for Anomaly Detection and 

Crisis Mitigation 

Metric Lee & 

Park 

(2021) - 

GAN-

based 

Intrusion 

Detection 

Andresini et al. 

(2021) - GAN 

Augmentation 

Motamed 

et al. 

(2021) - 

COVID-19 

Detection 

via GAN 

Yan et al. 

(2020) - 

Fault 

Detection 

in Chillers 

Proposed 

Method - 

Hybrid 

GAN-

Anomaly 

Detection 

Accuracy 

(%) 

91.5 92.1 93.4 90.8 94.5 

Precision 

(%) 

89.2 90.8 91.7 88.5 92.2 

Recall (%) 90.3 91.4 92.5 89.6 93.1 

F1 Score 

(%) 

89.7 91 92.1 89 92.6 

AUC 0.93 0.94 0.95 0.92 0.96 

 

Table 2 contrasts many hybrid and GAN-based techniques for crisis management and anomaly 

detection. In comparison to the methods proposed by Lee & Park (GAN-based intrusion 

detection), Andresini et al. (GAN augmentation), Motamed et al. (COVID-19 detection via 
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Journal of Science and Technology 

 ISSN: 2456-5660 Volume 07, Issue 04 (April -2022) 

  www.jst.org.in                                           DOI:https://doi.org/10.46243/jst.2022.v07.i02.pp221- 234 

Page | 231  
 

GAN), Yan et al. (fault detection in chillers), and the proposed Hybrid GAN-Anomaly 

Detection method, metrics like accuracy, precision, recall, F1 score, and AUC are assessed. 

With 94.5% accuracy and an AUC of 0.96, the suggested approach performs best across all 

parameters, exhibiting exceptional resilience and flexibility in addressing fraud and 

emergencies during pandemic difficulties. 

 

Figure 2 Performance Comparison of GAN-Based Methods and Proposed Hybrid 

Approach 

Figure 2 Performance metrics (accuracy, precision, recall, and F1 score) for both GAN-based 

techniques and the suggested hybrid GAN-Anomaly Detection method are depicted in the 

graph. With the highest accuracy (94.5%) and F1 score (92.6%), the suggested approach 

performs better on all criteria. The suggested approach performs better in terms of robustness 

and adaptability than Lee & Park (GAN-based intrusion detection), Andresini et al. (GAN 

augmentation), Motamed et al. (COVID-19 detection), and Yan et al. (fault detection in 

chillers), highlighting its efficacy in fraud detection and crisis mitigation during pandemic 

challenges. This demonstrates its potential for wider use.  

Table 3 Performance Evaluation of Individual and Combined Components in Anomaly 

Detection 

Component Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1 Score 

(%) 

AUC 

GAN Only 89.5 87.8 88 87.9 0.91 

Anomaly Detection Only 88.7 86.5 85.9 86.2 0.89 

Risk Score Integration Only 87.9 85.7 86 85.8 0.88 

85

86

87

88

89

90

91

92

93

94

95

Lee & Park (2021) -

GAN-based

Intrusion Detection

Andresini et al.

(2021) - GAN

Augmentation

Motamed et al.

(2021) - COVID-19

Detection via GAN

Yan et al. (2020) -

Fault Detection in

Chillers

Proposed Method -

Hybrid GAN-

Anomaly Detection

P
er

ce
n

ta
g

e

Methods

Accuracy (%) Precision (%) Recall (%) F1 Score (%)
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GAN + Anomaly Detection 91.2 89.1 90 89.5 0.93 

Anomaly Detection + Risk 

Score Integration 

90.5 88.3 88.7 88.5 0.92 

Risk Score Integration + GAN 91 89 89.5 89.3 0.92 

Full Method (GAN + Anomaly 

Detection + Risk Score) 

94.5 92.2 93.1 92.6 0.96 

Table 3 evaluating the performance of GAN, anomaly detection, and risk score integration 

alone and in combination is shown in the table. AUC, F1 score, recall, accuracy, and precision 

are among the metrics that are assessed. The complete approach (GAN + Anomaly Detection 

+ Risk Score Integration) performs better, achieving the greatest accuracy (94.5%) and AUC 

(0.96). While coupled approaches like GAN + anomaly detection (91.2%) yield better results, 

individual components like GAN just (89.5% accuracy) and risk score integration only (87.9%) 

demonstrate lower effectiveness. The study emphasizes how important it is to integrate every 

element for reliable fraud and anomaly detection. 

 

Figure 3 Performance Evaluation of Individual and Combined Components in Anomaly 

Detection  

Figure 3 The performance metrics of several techniques for fraud detection and crisis 

mitigation are contrasted in the graph. Anomaly Detection Only, GAN Only, GAN + Anomaly 

Detection, Anomaly Detection + Risk Score Integration, Risk Score Integration + GAN, and 

80

82

84

86

88

90

92

94

96

GAN Only Anomaly

Detection

Only

Risk Score

Integration

Only

GAN +

Anomaly

Detection

Anomaly

Detection +

Risk Score

Integration

Risk Score

Integration +

GAN

Full Method

(GAN +

Anomaly

Detection +

Risk Score)

P
er

ce
n

ta
g
e

Methods

Accuracy (%) Precision (%) Recall (%) F1 Score (%)

http://www.jst.org.in/


Journal of Science and Technology 

 ISSN: 2456-5660 Volume 07, Issue 04 (April -2022) 

  www.jst.org.in                                           DOI:https://doi.org/10.46243/jst.2022.v07.i02.pp221- 234 

Page | 233  
 

the Full Method (GAN + Anomaly Detection + Risk Score) are some of these approaches. 

Accuracy, precision, recall, and F1 score are used to evaluate performance. The efficacy of 

integrating risk scores, anomaly detection, and GANs in improving system performance for 

pandemic-related applications is demonstrated by the Full Method's consistent superior 

performance across all measures.  

 5.CONCLUSION  

For resilient fraud detection and crisis mitigation, particularly in the face of pandemic 

difficulties, this study demonstrates the efficacy of merging Generative Adversarial Networks 

(GANs) with AI-oriented anomaly detection systems. Across a variety of areas, the hybrid 

approach showed greater performance in detecting abnormalities, improving system 

adaptability, and reducing fraud. However, there is still room for development in terms of 

computing efficiency, scalability, and real-time implementation. In order to increase resilience 

and adaptability in future crises, future improvements could concentrate on integrating 

federated learning for privacy-preserving anomaly detection, expanding the framework to 

multi-domain applications like healthcare and IoT, and incorporating sophisticated AI models 

for dynamic risk prediction. 
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