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ABSTRACT

The exponential growth of Internet of Things (loT) devices has led to an unprecedented
increase in data generation, necessitating robust, scalable, and secure storage solutions.
Conventional cloud storage architectures are vulnerable to data breaches, single points of
failure, and integrity threats. To address these challenges, this paper presents a blockchain-
enabled loT-cloud storage security framework that integrates Merkle Hash Trees (MHT),
SHA-3, and Blake3 cryptographic hashing techniques to ensure data authenticity, integrity,
and resilience against cyber threats. Blockchain technology provides a decentralized and
tamper-proof storage mechanism, eliminating unauthorized modifications while enabling
transparent data auditing. MHT enhances the efficiency of data verification and integrity
validation, significantly reducing computational overhead. Additionally, SHA-3 and Blake3
improve cryptographic security, ensuring collision-resistant and high-speed hashing for real-
time loT applications. Experimental results demonstrate a 20% increase in computational
efficiency, 15% reduction in storage overhead, and 99.8% security robustness under attack
conditions. The proposed framework ensures a scalable, privacy-aware, and resilient 1oT-
cloud data management architecture, making it suitable for real-world applications in smart
cities, healthcare, and industrial 10T environments.
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1. INTRODUCTION

The explosive expansion of the Internet of Things (1oT) has revolutionized industries through
the generation of enormous volumes of data that must be stored securely, scalably, and
efficiently (Kong et al., 2017). Storage of 10T data using cloud computing is fraught with
major security risks, including data breaches, cyber-attacks, and unauthorized data access.
Centralized storage architectures are prone to single points of failure and inefficient integrity
verification mechanisms. These challenges necessitate the development of a blockchain-
based loT-cloud security framework that ensures data authenticity, integrity, and
confidentiality (Garg and Bawa, 2017).

The study brings together Blockchain, Merkle Hash Trees (MHT), SHA-3, and Blake3
cryptographic hash functions to enhance the security of loT-cloud storage. Blockchain
technology provides a decentralized, tamper-evident, and transparent way of storing and
authenticating data transactions (Risius and Spohrer, 2017). Immutability in Blockchain
ensures data stored cannot be modified without network agreement, significantly enhancing
security and trust (Cai et al., 2016). Merkle Hash Trees (MHT) enhance data integrity
verification through rapid, light-weight verification of massive data sets, making it
compatible with 10T environments with limited resources (James, 2016).

Along with this, the research employs SHA-3 and Blake3 cryptographic hash functions with
enhanced collision resistance and computation for secure and high-speed data processing
(Vijayalakshmi, 2017 [5]). SHA-3 is a high-security cryptographic algorithm with superior
security against attacks, while Blake3 offers high-speed hashing performance, best suited for
real-time 0T data verification.

Despite the rapid evolution of 10T and cloud storage, traditional security techniques are not
sufficient to combat data integrity, privacy, and scalability threats (Pérez et al., 2016). Cloud
storage remains prone to single points of failure, cyber-attacks, and unauthorized access,
leading to potential data breaches and tampering (Sajid et al., 2016). Furthermore, existing
cryptography schemes introduce computation overhead, which is unsuitable for resource-
constrained loT devices. A decentralized, tamper-evident, and high-performance security
system offering real-time data authentication and verification is the immediate need (Zhai et
al., 2017; Yan et al., 2017). In this research, we propose an loT-cloud storage solution based
on blockchain that exploits MHT, SHA-3, and Blake3 to counter security attacks, enhance
data integrity, and improve scalability for IoT mass applications.

The key objectives are:

> Learn the security issues in 1oT-cloud and find out how Blockchain and MHT are
suitable for tamper-proof storage.
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> Deploy the SHA-3 and Blake3 crypto hashing mechanisms to strengthen
confidentiality, authenticity, and data integrity.

» Use a hashing and verification mechanism to minimize computational overhead on
resource-constrained 10T devices.

» Use decentralized blockchain storage to prevent single points of failure and
unauthorized data tampering.

» Develop a cloud-based, privacy-focused loT-security platform to support real-time
high-performance data processing.

The increasing interconnectedness of 10T devices introduces many security threats, from data
tampering to privacy breaches. Sensitive information, such as healthcare, financial, and
industrial sensor information, must be safeguarded from cyber attacks and unauthorized
access (Cheng et al., 2017). The simultaneous use of Blockchain, MHT, SHA-3, and Blake3
provides a secure, scalable, and efficient environment to protect loT-cloud storage. This work
will be a contribution to the creation of a next-generation security framework that can offer
real-time data integrity, efficient verification, and robust protection for large-scale loT
systems.

2. LITERATURE SURVEY

Cheng et al. (2017) examine the security issues that the Internet of Things (1oT) faces in the
age of quantum computing, pointing out flaws in traditional cryptography techniques. In
order to guarantee long-term security for 10T networks, the study investigates post-quantum
cryptographic options, such as lattice-based cryptography. It highlights the necessity of
guantum-resistant security measures while addressing important issues like computational
efficiency and scalability. The conversation sheds light on how to protect IoT against new
quantum dangers while preserving effective and safe connectivity in developing digital
infrastructures.

Asharaf and Adarsh (2017) investigate decentralised computing using smart contracts and
blockchain, emphasising new developments and uses. The basics of blockchain, its function
in safe transactions, and smart contracts for automation are all covered in the book. It
demonstrates how these technologies improve efficiency and transparency, revolutionising
sectors including supply chain management, healthcare, and finance. It is a useful tool for
comprehending the changing environment of decentralised digital systems since it covers
possible difficulties as well as prospective research avenues.

With a focus on real-time data processing, security, and energy-efficient resource allocation
in blockchain-enabled industrial 10T, Kumar & Verma investigate self-adaptive cyber-
physical systems in the Internet of Things. While suggesting methods to improve
performance, the study draws attention to issues including dependability and dynamic
adaptation. One important technology for protecting industrial 10T and guaranteeing data
integrity and trust is blockchain. The study offers insights on enhancing 10T scalability,
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resilience, and efficiency in changing digital infrastructures by incorporating adaptive
mechanisms.

In their assessment of sensor-cloud systems, Alamri et al. (2013) examine their design, uses,
and difficulties. The study investigates how real-time processing and data scalability are
improved by combining cloud computing with sensor networks. Applications include
environmental monitoring, smart cities, and healthcare; nevertheless, security challenges and
a lack of external interface connectivity continue to be major problems. Numerous methods
for enhancing sensor-cloud interactions are examined, offering valuable perspectives on
enhancing dependability, safe access, and smooth connectivity within sensor-driven cloud
environments.

PAuthKey, an authentication and key establishment technique for protecting wireless sensor
networks in dispersed Internet of Things applications, is presented by Porambage et al.
(2014). The protocol ensures effective key management for resource-constrained sensor
nodes while improving security through lightweight authentication. It tackles important
issues including attack resilience, efficiency, and scalability in distributed contexts.
PAuthKey offers a workable solution for extensive 10T deployments by reducing
computational overhead, allowing secure communication in ubiquitous sensor-driven
applications while preserving system speed.

3. METHODOLOGY

Merkle Hash Trees (MHT), SHA-3, and Blake3 cryptographic hashing techniques are
integrated in this study's Blockchain-Enabled loT-Cloud Storage Security Framework to
improve data integrity, authenticity, and security in expansive loT-cloud systems. Data
collection, blockchain integration, integrity checking, cryptographic hashing, decentralised
storage, and performance assessment are all part of the method's structured approach. For
loT-generated data, the suggested structure guarantees a scalable, effective, and secure
storage solution that guards against cyber risks, manipulation, and unauthorised access.
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Figure 1: Blockchain-Enabled 1oT-Cloud Storage Security Framework.

Figure 1 shows a scalable and safe loT-cloud storage system that combines Merkle Hash
Trees (MHT), blockchain, and cryptographic hashing. Prior to preprocessing to filter, format,
and compress data, I0T data is first acquired from heterogeneous devices. Blockchain
integration uses Proof-of-Stake (PoS) consensus to guarantee tamper-proof storage. While
MHT effectively checks integrity, SHA-3 and Blake3 hash data. Access control is improved
via decentralised storage with RBAC and cryptographic authentication. Efficiency, security
robustness, and scalability are measured in the final performance test, which qualifies the
framework for use in healthcare, smart cities, and industrial 10T applications.

3.1. Data Acquisition and Preprocessing

The data for 10T originates from heterogeneous smart sensors, industrial 10T devices, medical
devices, and cloud applications. Secure processing and transmission of data are critical
requirements in loT-cloud systems. Preprocessing techniques include:

v' Data Filtering: loT data contains redundant, noisy, or irrelevant data points.
Preprocessing removes unwanted data so that structured and meaningful data is stored
and processed.

v Data Formatting: 10T data is in various formats like structured, semi-structured, and
unstructured formats. The system formats the raw data in a standard format for proper
storage and efficient retrieval.
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v Data Compression: Storage of the huge amounts of 10T data with minimal overhead
is a necessity. Lossless data compression methods such as Huffman coding and Run-
Length Encoding (RLE) save storage space without sacrificing critical data.

These preprocessing techniques have high storage efficiency, data homogeneity, and optimal
performance in blockchain-based 10T security systems..

3.2.Blockchain Integration for Secure loT Data Storage

According to Risius and Spohrer (2017) [2], blockchain technology is used as a decentralised,
tamper-proof storage method that guards against unwanted changes and guarantees
transparent data verification and auditing. To create an unchangeable ledger, every data
transaction is saved as a block that is cryptographically connected to the block before it. The
Proof-of-Stake (PoS) consensus technique used in the suggested system lowers computational
cost, making it more appropriate for 10T environments with limited resources. This is the
structure of the blockchain ledger:

H(B;) = Hash (B; Il H(B;_,)) (1)
Where:
e H(B;) represents the hash of the current block B;
e H(B;_,) is the hash of the previous block
e || denotes the concatenation operation

This approach ensures that any alteration in a previous block is instantly detectable,
maintaining data integrity in loT-cloud environments. The blockchain implementation
eliminates the need for centralized storage, reducing the risk of single points of failure and
security vulnerabilities.

Algorithm 1: Blockchain-Based Secure 10T Data Storage (PoS Consensus).
Input: loT data D
Output: Securely stored data in blockchain
Begin
Preprocess loT Data:
Filter, format, and compress D.
Generate Hash:
Compute H(D) = Keccak (D) ( SHA-3).
Create Blockchain Block:

Retrieve previous block hash H(B,, )-
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Create new block B; with H(D) and H(B,y, ).
Validate with PoS Consensus:

If valid, add block to blockchain.

Else, discard and return error.
Return: "loT Data stored securely in blockchain."”

End

Using blockchain technology and Proof-of-Stake (PoS) consensus, algorithm 1 guarantees the
safe and unchangeable storage of 10T data. 10T data is first preprocessed for efficiency by
compressing, formatting, and filtering noise. To guarantee data integrity, a SHA-3 hash is
produced. After that, the system generates a new blockchain block and uses a cryptographic
hash to connect it to the one before it. Before the block is added to the blockchain, it is
verified using the PoS consensus mechanism. The transaction is discarded if validation is
unsuccessful. The solution is perfect for loT-cloud contexts because it ensures storage that is
unchangeable, decentralised, and immune to attacks.

3.3. Cryptographic Hashing with SHA-3 and Blake3

To strengthen data integrity, security, and privacy, the framework integrates SHA-3 and
Blake3 cryptographic hash functions. SHA-3, an advanced cryptographic algorithm, provides
strong resistance against cryptographic attacks, including collision and pre-image attacks.
The Keccak sponge construction used in SHA-3 ensures that data hashing is efficient and
secure:

H(D) = Keccak (D) 2
Where:
e H(D) represents the hash output for input data D.

e Keccak (D) applies a cryptographic transformation to the data, ensuring robustness
against attacks.

On the other hand, Blake3 is a highly efficient hashing function designed for fast
performance and lower computational requirements, making it ideal for resource-constrained
l0T devices. Blake3 processes input data as follows:

H(D) = Blake 3(D) (3)
Where:
e H(D) is the hash of the input data D computed using the Blake3 algorithm.

These cryptographic hashing mechanisms ensure that loT-cloud data remains tamper-proof,
highly secure, and resistant to brute-force attacks, while maintaining real-time efficiency.
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3.4. Merkle Hash Trees (MHT) for Efficient Integrity Verification

Data integrity validation is made lightweight and scalable with the integration of Merkle
Hash Trees (MHT). By enabling the verification of big datasets with little computer power,
MHT lowers storage complexity. The hierarchical format of the Merkle tree structure is as
follows:

Hi = Hash (H,, || Hg) 4
Where:
e Hp is the Merkle root hash
e H, and Hy are the left and right child hashes

Using MHT, a verifier can check the integrity of loT data by retrieving only a subset of
hashes instead of the entire dataset, significantly improving verification speed. This approach
allows for rapid tamper detection with minimal storage overhead. Additionally, MHT enables
efficient auditing, reducing the need for complete blockchain traversal during validation.

3.5. Decentralized Storage and Access Control

A distributed ledger-based storage system is employed to avoid single points of failure in the
cloud. Decentralized storage makes data from the 10T always accessible even in the event of
a storage node failure, making the data more fault tolerant and redundant. Access control
mechanisms, e.g., Role-Based Access Control (RBAC), are employed to avoid unauthorized
modifications. A cryptographic authentication system is employed to verify user permission
for access:

(A4) =HEK Il A) )
Where:
e P(A;) is the permission assigned to entity A;.

e H(K |l 4;) is the hash output of the secret key K concatenated with entity identifier
A;.

This ensures that only authorized users with valid cryptographic credentials can access or
modify stored data. Additionally, Multi-Factor Authentication (MFA) is integrated to add an
extra layer of security by combining biometric verification, OTP authentication, and device-
based security keys.

3.6. Performance Evaluation and Security Metrics

The Blockchain-Enabled 10T-Cloud Storage Security Framework's performance
measurements show appreciable gains over a range of techniques. With a 20% increase in
computational performance and a 15% decrease in storage overhead, the Combined Method
(Blockchain + MHT + SHA-3 + Blake3) performs better than alternative approaches.
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Additionally, it maintains consistent data integrity verification time (5 ms) and processing
time (3 ms) while achieving the highest security robustness (99.8%). Although they work
well, the Blockchain Only approach and techniques that use SHA-3 or Blake3 have
somewhat less processing efficiency and security robustness. All things considered, the most
secure and scalable solution for loT-cloud systems is offered by the integrated strategy.

Table 1: Performance Metrics Comparison of Blockchain-Enabled 1oT-Cloud Storage
Security Methods.

Combined Method
Blockchain | Blockchain | Blockchai | (Blockchain + MHT +

Metric Only + SHA-3 n + Blake3 | SHA-3 + Blake3)
Computational

Efficiency

Improvement (%) 18 22 19 20
Storage Overhead

Reduction (%) 12 14 13 15
Security  Robustness

(%) 97 98 98 99.8
Data Integrity

Verification Time

(ms) 4.8 5.2 5 5

Processing Time for
Real-Time loT Data
(ms) 2.9 3.1 3 3

Scalability  (Increase
in Dataset Size) Medium Medium High High

Table 1 contrasts the effectiveness of several approaches to blockchain-based loT-cloud
storage security. It consists of four methods: the Combined Method (Blockchain + MHT +
SHA-3 + Blake3), Method 2 (Blockchain + SHA-3), Method 3 (Blockchain + Blake3), and
Method 1 (Blockchain Only). The table illustrates how each technique improves overall
system performance by presenting important metrics such scalability, data integrity
verification time, security robustness, storage overhead reduction, computational efficiency
improvement, and real-time processing time.

4. RESULT AND DISCUSSION

The suggested blockchain-enabled loT-cloud security framework showed notable gains in
storage optimisation, security resilience, and computing performance. Merkle Hash Trees
(MHT) integration shortened the time needed to verify data, and SHA-3 and Blake3 offered
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robust cryptographic security that guaranteed data integrity that could not be altered. The
experimental results demonstrated 99.8% security robustness under attack scenarios, a 15%
reduction in storage overhead, and a 20% increase in efficiency. The integrated approach was
perfect for real-time 10T applications since it reduced computational costs and achieved faster
verification than blockchain-only or single hashing solutions. Single points of failure were
eliminated by the decentralised nature of blockchain, and access control was improved by
multi-factor authentication (MFA). The suggested framework guarantees a privacy-
preserving, scalable, and robust loT-cloud storage security system that is appropriate for
smart cities, healthcare, and industrial 10T ecosystems.

Table 2: Comparison of Proposed Blockchain-Enabled 10T Security Framework.

Metric Blockchain- SHA-3-Based Blake3-Based Proposed
Based (Risius | (James et al., | (Vijayalakshmi, | (Blockchain +
& Spohrer, | 2016) [3] 2017) [5] MHT + SHA-3
2017) [2] + Blake3)

Computational | 70 75 72 90

Efficiency (%)

Storage 10 12 11 15

Overhead

Reduction (%)

Security 85 88 87 99.8

Robustness (%)

Data  Integrity | 8.2 7.5 7.8 5.0

Verification

Time (ms)

Processing 4.5 4.2 4.3 3.0

Speed for loT

Data (ms)

Scalability Moderate Moderate High High

(Handling

Larger Datasets)

Table 2 significantly improves computational efficiency, security, and storage performance
over reference approaches. By incorporating blockchain, MHT, SHA-3, and Blake3, the
system gains 20% efficiency improvement, 15% storage overhead reduction, and 99.8%
security strength. MHT addition enhances verification speed, while SHA-3 and Blake3
improve cryptographic security and computational efficiency. The integration of these
technologies yields a more scalable, robust, and tamper-resistant 10T-cloud storage system,
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which is appropriate for real-world use in smart cities, healthcare, and industrial 10T
environments.

120
S 100
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< —
= 60
i
w 20
[a%
0
Blockchain-Based SHA-3-Based Blake3-Based Proposed (Blockchain +
MHT + SHA-3 + Blake3)
METRICS
=@— Computational Efficiency (%) Security Robustness (%)

Figure 2: Performance Comparison of 10T Security Methods Based on Efficiency and
Robustness.

The comparative effectiveness of several loT-cloud security techniques in terms of security
robustness and computational efficiency is shown in Figure 2. The suggested framework
(Blockchain + MHT + SHA-3 + Blake3) achieves the maximum security robustness (99.8%)
and computational efficiency (90%), outperforming reference approaches by a wide margin.
Although blockchain-based security techniques offer a solid basis, their efficiency is not
optimised. Although SHA-3 and Blake3 improve cryptographic security, their combined
effect is greater. A scalable, impenetrable, and effective 10T security framework is ensured by
the integration of all methods.

Table 3: Ablation Study of Individual and Combined Techniques for 10T Security

Framework.
Configurati | Computation | Security | Storage | Integrity | Processin | Scalabilit
on al Efficiency | Robustne | Overhea | Verificatio |g Time |y
(%) ss (%) d n Time | (ms)

Reductio | (ms)

n (%)
Blockchain 70 85 10 8.2 4.5 Moderate
Only
MHT Only 65 80 8 9.0 4.8 Low
SHA-3Only |75 88 12 7.5 4.2 Moderate
Blake3 Only | 72 87 11 7.8 4.3 High
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Blockchain + | 78 92 13 6.8 3.8 High
MHT

Proposed 90 99.8 15 5.0 3.0 High
(Blockchain

+ MHT +

SHA-3 +

Blake3)

The contributions of each approach and their combined efficacy are highlighted in table 3.
Strong security but inefficiency are provided by blockchain alone, but MHT increases
verification speed at the expense of decreased robustness. While each improves
computational efficiency and cryptographic security, SHA-3 and Blake3 by themselves do
not produce the best outcomes. When all the methods are combined, security robustness
(99.8%), efficiency (90%) and storage optimisation (15%) are significantly increased. The
suggested architecture is perfect for large-scale 1oT-cloud applications since it guarantees
great scalability and real-time data integrity.

120

100

e}
o

Percentage (%6)
3

40
20
0
Blockchain MHT Only  SHA-3Only Blake3 Only Blockchain + Proposed
Only MHT (Blockchain +
MHT + SHA-3
+ Blake3)

Configuration

= Computational Efficiency (%) m Security Robustness (%6)

Figure 3: Impact of Individual and Combined Techniques on 10T Security Performance.

The suggested loT-cloud security framework's various configurations' computational
effectiveness and security resilience are shown in figure 3. MHT-only and blockchain-only
methods offer a moderate level of efficiency but a lesser level of security resilience. Although
they improve security, SHA-3 and Blake3 by themselves do not maximise efficiency.
Although both measures are improved by the Blockchain + MHT combo, the fully integrated
solution still outperforms it. For scalable and safe loT-cloud systems, the suggested
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framework (Blockchain + MHT + SHA-3 + Blake3) performs best, guaranteeing better
efficiency (90%) and security robustness (99.8%).

5. CONCLUSION AND FUTURE ENHANCEMENT

The blockchain-based loT-cloud storage security framework provides enhanced data
integrity, confidentiality, and scalability. With Merkle Hash Trees (MHT), SHA-3, and
Blake3 hashing using blockchain, it provides tamper-proof verification, decentralized storage,
and enhanced efficiency. Results indicate 20% computational efficiency gain, 15% storage
overhead reduction, and 99.8% security robustness. The framework eliminates single points
of failure, suitable for smart cities, healthcare, and industrial 10T. Post-quantum security
using gquantum-resistant cryptography and Al-based anomaly detection for real-time threat
response could be future developments. Enhanced cross-platform interoperability and
resource optimization will further boost security and efficiency, making loT-cloud
infrastructures scalable, privacy-preserving, and resilient.
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