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Abstract

Network traffic anomaly detection plays a critical role in safeguarding cloud-based environments from emerging
cybersecurity threats. Traditional methods like Support Vector Machines (SVM) and Random Forest, though
effective in some cases, often struggle with detecting sophisticated and unknown anomalies in large, high-
dimensional datasets. This study proposes a cloud-based approach using Deep Neural Networks (DNN) to
improve the detection of both known and unknown network traffic anomalies. The DNN model is trained using a
dataset containing network traffic data with labeled instances of normal and malicious traffic, including features
such as packet size, protocol type, and flow duration. Various performance metrics, including accuracy, precision,
recall, F1-score, and ROC-AUC, are used to evaluate the model’s effectiveness. The results show that the DNN
outperforms traditional methods, achieving an accuracy of 95.2%, precision of 94.7%, recall of 96.0%, and ROC-
AUC of 0.98. These findings demonstrate the DNN's superior ability to detect network traffic anomalies with
higher precision and recall while minimizing false positives. This study highlights the potential of DNNs for real-
time anomaly detection in cloud-based network security, providing robust protection against evolving
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cyberattacks. Future work may explore incorporating advanced models like Long Short-Term Memory (LSTM)
networks, integrating additional data sources, and optimizing the model for real-time performance.
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1. Introduction

Network security forms the backbone for ensuring confidentiality, integrity, and availability of data and resources
within a connected cloud environment[1]. With the ever-increasing dependence on the internet and interconnected
devices, securing networks against possible threats has become one of the utmost priorities[2]. Different measures
involved in network security include deploying firewalls, intrusion detection systems (IDS), encryption protocols,
and access controls to protect against unauthorized access, data breach, and cyberattacks[3]. Apart from that, with
the additional advancement of cloud computing and the Internet of Things (IoT), it has now become more
complicated to secure these vast, dispersed networks[4]. Cyber threats are continuously advancing and much more
high-scale targets outside the perimeter; traditional methods, therefore, would not be sufficient, alone, to address
the increasing number and diversity of attack vectors[5].

The reasons for network security compromise are varied and mostly have their roots in technology as well as
human vulnerabilities[6]. Malware, ransomware, phishing, and distributed denial-of-service attacks are some
common reasons[7]. Outdated software, incorrect network device configuration, and poor password behavior are
also causes of network vulnerability[8]. These risks can bring about extreme outcomes like data loss, financial
loss, identity theft, and system downtime[9]. Besides, insider threats from employees or partners with access to
sensitive data can be just as destructive as external attacks[10]. The impact of such incidents can extend far beyond
the affected systems to organizations' trust and reputation, as well as compliance[11]. As cybercriminals evolve
to create more sophisticated methods, old security tools are no longer effective enough to detect and block
advanced attacks in real time.

In response to the increasing threats to network security, this study suggests a cloud-based strategy utilizing Deep
Neural Networks (DNNs) for efficient network traffic anomaly detection and network security enhancement.
Cloud infrastructure provides the scalability needed to perform real-time processing of large amounts of network
traffic data spread across distributed environments, enhancing the capacity to identify both known and unknown
cyber-attacks. By processing traffic data in the cloud, the system is capable of managing enormous volumes of
data produced by contemporary networks and rendering adaptive, dynamic threat detection and mitigation. The
mechanism leverages sophisticated machine learning methods, specifically DNNs, to identify intricate traffic
anomalies and implement automated security responses, thereby providing strong protection for cloud-based
network infrastructures against mutating cyberattacks.

Research Contribution

e Leveraging Deep Neural Networks (DNNs) to design an advanced cloud-based network traffic anomaly
detection system, capable of identifying both known and unknown threats in real-time.
e Integrating feature selection and dimensionality reduction techniques, such as Random Forest and PCA,
to improve model efficiency and ensure more accurate anomaly detection in large-scale datasets.
e Optimizing network security by automating the response to detected anomalies, such as blocking
malicious traffic, and enabling continuous learning to adapt to emerging cyber threats.
To overcome these challenges, the proposed method utilizes Deep Neural Networks (DNNs) for real-time,
scalable anomaly detection. This approach leverages DNNSs to efficiently process large volumes of network traffic
data and detect dynamic threats in modern, distributed network environments.

2. Literature Survey

Network security has been a growing issue with the escalation of cyber-attacks and the advancement of digital
networks. Conventional security techniques like firewalls and signature-based Intrusion Detection Systems (IDS)
have been deployed extensively to safeguard and scan networks[12]. These technologies, however, are not very
effective in discovering new, novel attack patterns or responding to dynamic threats. Consequently, there has been
a shift to machine learning (ML) and deep learning (DL) methods to overcome these shortcomings. The techniques
can deliver more precise and responsive solutions by learning from huge databases of network traffic and
recognizing intricate patterns that are indicative of malicious activity[13], [14]. One of the prominent methods is
using Anomaly-Based Intrusion Detection Systems (IDS), where the machine learning model is trained to identify
anomalies in network behavior. Initial research utilized simpler models like Support Vector Machines (SVM) and
k-Nearest Neighbors (k-NN) to determine whether network traffic is normal or malicious[15]. These approaches,
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while beneficial, were not scalable and efficient enough for dealing with large data sets. Deep Neural Networks
(DNNSs), such as Convolutional Neural Networks (CNNs) and Recurrent Neural Networks (RNNs), are more
recently popular due to their capacity for processing large, high-dimensional data sets and learning useful features
from raw data automatically[16]. Some studies proved the proficiency of DNNs in the task of anomaly detection
with a higher level of performance in discovering unknown attacks as opposed to common approaches[17].
Although such studies demonstrate great potential, there are issues to be addressed in the deployment of deep
learning models in real network environments[18]. One of them is the demand for real-time operation and coping
with the enormous amount of data that contemporary networks produce. Edge computing and distributed learning
techniques are being mooted as possible solutions to the scalability and latency problems[19], [20]. A study
proposed using deep learning models on the edge of networks, which allows for real-time anomaly detection and
decreases the load on centralized servers[21]. Processing data nearer to the source, edge-based models can enhance
response times and minimize bandwidth usage, which is vital for efficient network security[22].

The use of Long Short-Term Memory (LSTM) networks has also received substantial attention in network traffic
analysis. LSTM is a form of recurrent neural network (RNN) that is well-suited to model sequential data and thus
can be effectively applied to analyze time-series data such as network traffic[23], [24]. Models based on LSTM
have demonstrated considerable potential in the detection of attacks such as DDoS, botnet, and data exfiltration
by learning temporal patterns in network traffic[25]. In this research proved that the LSTM-based frameworks
performed better in identifying sequential outliers compared to common approaches and had the ability to offer
real-time intrusion detection on large networks. In brief, although conventional techniques for network traffic
analysis remain applicable, deep learning algorithms, especially DNNSs, autoencoders, and LSTMs, have been
proved to perform better at identifying sophisticated, unknown network attacks[26]. These new models are
capable of giving the scalability and flexibility needed in current network environments with their promising
solutions for improving network security amid a more digital and interconnected environment[27]. The further
advancement of machine learning methods, along with technological progress in edge computing, will most
probably result in even stronger and more effective network protection systems in the coming years[28]. Another
notable research area has been combining autoencoders with anomaly detection. Autoencoders are unsupervised
neural networks that compress and reconstruct input data, learning in the process[29]. For network traffic, they
can be employed to learn a low-dimension representation of the data with reconstruction errors as signals for
anomalous traffic[30]. The study also showed the ability of autoencoders to identify network intrusions through
the detection of anomalous traffic patterns with high accuracy[31], [32]. Further, research has also integrated
Generative Adversarial Networks (GANSs), which provide the capability of generating realistic synthetic data,
enhancing the robustness of anomaly detection models through augmenting training datasets and enabling the
model to generalize more effectively to new, unseen attack situations[33].

3. Problem Statement

e Traditional network security methods, like firewalls and signature-based IDS, are insufficient in
detecting new and dynamic cyber threats, especially in large, high-dimensional datasets[15].

e  While machine learning (ML) and deep learning (DL) techniques, such as Deep Neural Networks
(DNNSs), Convolutional Neural Networks (CNNs), and Long Short-Term Memory (LSTM) networks,
show promise for anomaly detection, they face challenges in real-time deployment due to the massive
volume of network traffic data[26].

e Scalability and latency issues make it difficult to process and analyze network traffic data in real-time,
highlighting the need for more efficient and adaptive solutions in modern, distributed network
environments[19].

4. Methodology: Cloud-Based Network Traffic Anomaly Detection and Security
Enhancement Using Deep Neural Networks

This figure illustrates the step-by-step methodology for network traffic anomaly detection using a Deep Neural
Network (DNN). It includes data collection, data preprocessing, feature selection using Random Forest, and
dimensionality reduction with PCA. The process culminates in model development (DNN), followed by
evaluation, deployment, and continuous learning, with an emphasis on security response and anomaly detection,
as shown in Figure 1.

Page | 248


http://www.jst.org.in/

Journal of Science and Technology
ISSN: 2456-5660 Volume 6, Issue 06 (Dec 2021)

WWWw.jst.org.in DOI:https://doi.org/10.46243/jst.2021.v6.i06.pp246- 254
_A
— ISR | =
Data Collecti ::> @ ::> \
proprocossg  SORCton o puGilionien o Moo

!
|
B A

Securit
Deployment & Responc: & Anomoly

Continuous Enhancement Dstection
Learning

Evaluation &
Reporting

Figure 1: Workflow for Network Traffic Anomaly Detection Using Deep Neural Networks
4.1 Data Collection

The data used in this study is the Network Traffic Data for Intrusion Detection dataset from Kaggle. It has network
traffic data with key features like packet size, source and destination IP address, ports, protocols, flow duration,
and number of packets. The data has normal as well as malicious traffic labels, which are perfect for training and
testing anomaly detection models. These characteristics are important for detecting unusual network activity and
possible threats in cloud environments. The dataset assists in the detection of known and unknown attacks.

4.2 Data Preprocessing
Data preprocessing ensures that the dataset is clean and ready for analysis:

e Normalization: The network traffic data is normalized to a common scale to avoid the dominance of
larger values in the model. Min-max scaling is defined in Eqgn. (1):

X~Xmin
x = ——0— 1
norm Xmax~Xmin ( )

Where x is the original value, and x,;, and x,,x are the minimum and maximum values of the feature,
respectively.
e Categorical Encoding: Categorical features such as protocol type are encoded using one-hot encoding
or label encoding to convert them into a numerical format suitable for machine learning models.
4.3 Feature Selection and Dimensionality Reduction

4.3.1 Feature Selection with Random Forest: Random Forest is applied to evaluate feature importance. Random
Forest constructs multiple decision trees, and the feature importance is computed as the average decrease in
impurity (Gini index or entropy) when the feature is used to split the nodes. The importance score for each feature
is calculated using Eqgn. (2):

Importance . = %Zle Almpurity(f, t) #))
where Almpurity(f, t) is the reduction in impurity when feature f is used in tree t, and T is the total number of
trees.

4.3.2 Dimensionality Reduction with PCA: PCA is used to reduce the number of features by transtorming the
selected features into a lower-dimensional space while preserving as much variance as possible. The data
X € R™™ where n is the number of samples and m is the number of features, is transformed as follows in Eqgn.
(3):

X' =Xw (3)
where W is the matrix of eigenvectors corresponding to the largest eigenvalues of the covariance matrix of X,
and X' is the transformed dataset with reduced dimensions.

4.4 Model Development
In this research, we propose using a Deep Neural Network (DNN) for anomaly detection in network traffic data.
The DNN is designed to automatically learn complex patterns and relationships from the network traffic features.
The architecture consists of three main components:
e Input Layer: Each neuron in the input layer represents one feature from the dataset, such as packet size,
protocol type, or flow duration.
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o Hidden Layers: Multiple fully connected hidden layers with ReLU activation functions are used. These
layers help the model learn non-linear relationships within the data, allowing it to capture more complex
patterns.

e Output Layer: The output layer is a binary classifier with a sigmoid activation function, which outputs a
probability value between 0 and 1. This value indicates whether the traffic is normal (0) or anomalous
).

The forward pass through the DNN can be represented by the following Egn. (4):
y=0(W, -ReLUW, - X + b,) + b,) 4)
Where:

e X isthe input vector (network traffic features),

e W, and W, are the weight matrices for the input and hidden layers,

e b, and b, are the bias vectors,

e ¢ is the sigmoid activation function, which outputs a probability for classifying the traffic as either
normal or anomalous.

4.5 Anomaly Detection
The trained DNN model is used to analyze real-time network traffic. The output of the model is a probability
score is given in Eqn. (5):

P(anomaly ) = o(W, - ReLU(W, - X + b,) + b,) (5)
If the probability exceeds a predefined threshold (e.g., 0.5), the traffic is classified as anomalous.

4.6 Security Response and Enhancement
Once an anomaly is detected, the system triggers a security response:

o Automated Actions: If malicious traffic is detected, actions such as blocking suspicious IP addresses or
limiting access are automatically taken.
e Traffic Filtering: Anomaly detection results are used to filter out malicious traffic, ensuring the
network’s security.
The system can also alert administrators about detected anomalies, providing information about the type of attack,
the affected resources, and the severity.

4.7 Evaluation and Reporting

The system’s performance is continuously monitored, and various evaluation metrics such as accuracy, precision,
recall, F1-score, and ROC-AUC are used to assess the effectiveness of the anomaly detection model. Reports are
generated to help improve the system and inform administrators of potential security threats.

5. Results and Discussion

In this section, the performance of the proposed Deep Neural Network (DNN) model for network traffic anomaly
detection is evaluated using various performance metrics, including accuracy, precision, recall, F1-score, and
ROC-AUC. The results are compared with existing methods to demonstrate the effectiveness of the DNN-based
approach.

Performance Metrics
The following performance metrics are used to evaluate the model's effectiveness:

e Accuracy: The overall percentage of correctly classified instances (both normal and anomalous traffic)
defined in Eqn. (6).

True Positives + True Negatives ( 6)

Accuracy =
y Total Samples

e  Precision: The proportion of true positives (anomalous traffic) correctly identified by the model relative

to all instances classified as anomalous is given in Eqgn. (7).
True Positives (7)

Precision = — —
True Positives + False Positives
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Recall (Sensitivity): The proportion of actual anomalies correctly detected by the model is defined as
Eqn. (8).

True Positives

Recall = — - 8)
True Positives + False Negatives
F1-Score: The harmonic mean of precision and recall, providing a balanced measure of the model's
performance is given in Egn. (9).
F1-Score =2 x —
Precision + Recall

ROC-AUC: The area under the Receiver Operating Characteristic curve, representing the model's ability
to distinguish between normal and anomalous traffic.

Precision X Recall
“Procision + Recall 9)

This table presents the performance metrics for the Proposed DNN, Support Vector Machine (SVM),
and Random Forest in network traffic anomaly detection. The metrics include Accuracy, Precision,
Recall, F1-Score, and ROC-AUC. The results show that the Proposed DNN outperforms the other
methods across all metrics, highlighting its superior ability to detect network traffic anomalies, as shown
in Table 1.
Table 1: Performance Comparison of Anomaly Detection Methods
Accuracy Precision Recall F1-Score ROC-AUC
95.2% 94.7% 96.0% 95.3% 0.98

Method
Proposed
DNN
Support
Vector
Machine
(SVM)
Random
Forest

92.3% 91.2% 94.1% 92.6% 0.94

93.8% 92.5% 95.0% 93.7% 0.96

Comparison of Methods Across Performance Metrics
100
W Accuracy

W Precision
- Recall

m FlScore
80 = ROC-AUC

%)

Performance Metrics (%

60

40

Proposed DNN

Support Vector Machine (SVM)
Methods

Random Forest

Figure 2: Comparative Performance of Deep Neural Networks and Traditional Methods for Network

Traffic Anomaly Detection

This study compares DNN, SVM, and Random Forest for network traffic anomaly detection using metrics like
accuracy, precision, and ROC-AUC. The DNN outperforms the other methods in all metrics, showcasing its
superior ability to detect anomalies. These results highlight the DNN's effectiveness in cloud-based network

security, as illustrated in Figure 2.

Table 2: Cloud-Based Performance Metrics for Anomaly Detection

Metric AWS SageMaker Google Vertex Al On-Premise (Local
(Cloud GPU) (Cloud TPU) GPU)
Training Time (hrs) 2.5 2.1 8.3
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Inference Time (per
batch of 15 min 12 min 45 min
1M records)
Cost per Training Cycle
(%) 125 108 Maintenance)
Storage Cost per TB
0 (Local Storage, but

($/month) 23.0 20.5 limited)
Scalability High (Auto-scaling) High (Auto-scaling) h?nvixf[s()Hardware
Security (IAM & Yes (AWS IAM,
Encryption) AES-

Manual
256) Yes (Google 1AM, Configuration

TLS) .
Required

The table compares the performance and cost of training and inference across AWS SageMaker, Google Vertex
Al, and an on-premise local GPU setup. AWS SageMaker and Google Vertex Al provide high scalability, auto-
scaling, and robust security features, with relatively lower training times and costs compared to the on-premise
setup. In contrast, the on-premise solution offers local storage with no additional cost but is limited in scalability
and requires manual security configuration, as illustrated in Table 2.

5.1 Discussion

The results show that the proposed Deep Neural Network (DNN) outperforms Support Vector Machine (SVM)
and Random Forest across all metrics, with an accuracy of 95.2%, precision of 94.7%, recall of 96.0%, and ROC-
AUC of 0.98. The DNN's high precision and recall indicate its ability to effectively identify anomalies while
minimizing false positives. Compared to SVM and Random Forest, the DNN offers superior performance, making
it a promising solution for real-time network traffic anomaly detection in cloud environments. Future work could
explore advanced models like LSTM networks for further improvement.

6. Conclusion

In conclusion, the study demonstrates that the DNN model outperforms traditional methods like SVM and
Random Forest in network traffic anomaly detection, achieving superior accuracy, precision, recall, and ROC-
AUC scores. This highlights the DNN's ability to detect both known and unknown anomalies, making it an
effective solution for enhancing network security in cloud environments. Future work can focus on integrating
advanced models like LSTM networks, incorporating additional data sources such as cloud service logs, and
optimizing the model for real-time deployment. Furthermore, addressing class imbalance and enhancing detection
capabilities for rare anomalies could improve the system's robustness and overall performance.
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