Journal of Science and Technology
ISSN: 2456-5660 Volume 4, Issue 04 (July- Aug 2019)
Wwww.jst.org.in DOI:https://doi.org/10.46243/jst.2019.v4.i04.pp57- 67

AI-DRIVEN INTRUSION DETECTION SYSTEM USING
AUTOENCODERS AND LSTM FOR ENHANCED NETWORK
SECURITY

"Venkata Surya Teja Gollapalli
Network Engineer, Kairos Technologies, Inc.
Irving, Texas, USA

venkatasuryagollapalli@gmail.com

2R Padmavathy
Anna University, Coimbatore
dr.padmabarathi@gmail.com

To Cite this Article

Venkata Surya Teja Gollapalli, R Padmavathy’ “AI-DRIVEN INTRUSION DETECTION SYSTEM USING
AUTOENCODERS AND LSTM FOR ENHANCED NETWORK SECURITY’ Journal of Science and
Technology, Vol. 4, Issue 04-Aug 2019, pp57-67

Article Info
Received: 30-06-2019  Revised: 07-08-2019  Accepted: 18-08-2019 Published:29 -08-2019

ABSTRACT

The increasing complexity of cyber threats has necessitated the development of advanced Intrusion Detection
Systems (IDS) capable of detecting both known and novel network attacks. Traditional rule-based IDS methods
often struggle with the rapid evolution of attack strategies. This paper proposes an Al-driven IDS using
Autoencoders for feature extraction and Long Short-Term Memory (LSTM) networks for classification. The
Autoencoders perform unsupervised anomaly detection by identifying deviations from normal network behavior,
while LSTM networks capture the temporal patterns of network traffic. The integration of these techniques,
enhanced by cloud computing, allows for efficient real-time processing of large-scale network data. Experimental
results show that the proposed system improves detection accuracy and scalability, offering a robust solution to
evolving network security challenges. However, further refinement is required to address issues of overfitting and
improve generalization.

Keywords: Al, network security, LSTM, Autoencoder.
1 INTRODUCTION

The rapid growth of network-based applications and the increasing reliance on digital infrastructures have led to
a surge in cyber threats, making network security a critical concern for organizations worldwide [1] [2]. Intrusion
Detection Systems (IDS) play a vital role in safeguarding networks by identifying unauthorized access, malicious
activities, and abnormal behavior [3] [4]. Traditionally, these systems rely on rule-based techniques or signature-
based approaches. However, as attacks become more sophisticated and varied, traditional methods struggle to
keep up, demanding more advanced solutions [5] [6]. The integration of Artificial Intelligence (Al), specifically
deep learning models like Autoencoders and Long Short-Term Memory (LSTM) networks, has opened new
possibilities in intrusion detection, enabling systems to learn complex patterns from large volumes of data and
identify previously unseen threats [7] [8].

The growing complexity and volume of network traffic contribute to the rise in cyberattacks, making it difficult
for conventional IDS to effectively detect new and evolving threats. Factors such as the scale of data, the
dynamism of attack strategies, and the high-dimensional nature of network traffic make it challenging for
traditional systems to process and classify such large datasets in real time [9] [10]. Autoencoders, with their
unsupervised learning approach, are used for anomaly detection by detecting deviations from normal behavior,
while LSTM networks, designed to capture temporal dependencies, allow for the identification of sequential
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patterns of attacks. These advanced Al techniques address many of the challenges posed by the ever-changing and
massive datasets of modern networks [11] [12].

Despite the promising potential of Al in network security, there are several issues that hinder the effective
deployment and adoption of these technologies [13] [14]. One of the key challenges is the scarcity of high-quality
labeled datasets for training deep learning modes, particularly for detecting novel attack types [15] [16].
Additionally, Al models, especially deep neural networks, are computationally intensive, requiring significant
resources for training and real-time inference [17] [18]. Overfitting is another issue, where models may perform
well on training data but fail to generalize to new, unseen attack scenarios. Moreover, the interpretability of deep
learning models remains a significant hurdle in security-critical applications, where understanding the rationale
behind a detection is essential for trust and decision-making [19] [20].

To overcome these challenges, this paper proposes an Al-driven Intrusion Detection System that leverages
Autoencoders for feature extraction and LSTM networks for classification [21] [22]. By combining these two
techniques, the proposed system offers a more robust and adaptive solution for detecting both known and novel
intrusions [23] [24]. The use of Autoencoders helps with unsupervised anomaly detection, while LSTM captures
the temporal nature of network traffic, enabling the system to identify attack patterns over time [25] [26].
Moreover, with advancements in cloud computing, real-time processing of vast network data has become more
feasible, allowing for faster and more efficient intrusion detection [27] [28]. The approach presented here
addresses the limitations of traditional IDS and offers a scalable, accurate, and interpretable solution for securing
modern digital infrastructures [29] [30].

1.1 PROBLEM STATEMENT

The proposed Al-driven Intrusion Detection System (IDS) effectively addresses several key challenges identified
in the problem statement. First, by utilizing Autoencoders for unsupervised anomaly detection and LSTM
networks for classification, the system enhances the detection of novel attack patterns, overcoming the scarcity of
high-quality labeled datasets. The use of Autoencoders for feature extraction aids in identifying deviations from
normal network behavior without the need for labeled data, while LSTM networks capture temporal dependencies,
making the system adaptive to evolving threats. Additionally, advancements in cloud computing enable real-time
processing of large network datasets, improving efficiency and scalability. These combined techniques provide a
more robust solution, minimizing issues related to overfitting and improving generalization, thereby ensuring
more accurate and timely intrusion detection.

1.2 OBJECTIVES

» Analyse the effectiveness of Autoencoders in detecting anomalies and LSTM networks for classifying
network traffic.

» Apply Autoencoders for feature extraction and LSTM networks for classifying network traffic patterns
over time to improve intrusion detection.

» Evaluate the performance of the Al-driven Intrusion Detection System using the ROC curve, accuracy,
and loss curves to identify areas for improvement.

» Create a robust intrusion detection model capable of identifying both known and novel network
intrusions by integrating Al-based techniques.

» Assess the system's real-time processing capabilities enabled by cloud computing for handling large
volumes of network data efficiently.

» Develop a scalable and interpretable IDS solution that addresses traditional systems' limitations in
detecting sophisticated cyberattacks.

2 LITERATURE SURVEY

The growing complexity of real financial applications, characterized by nonlinear and time-varying behaviors,
has led to an increasing demand for solutions to these highly dynamic problems [31]. presents a comparative
review of three prominent artificial intelligence techniques artificial neural networks, expert systems, and hybrid
intelligence systems in the context of financial markets [32] [33]. These markets are categorized into credit
evaluation, portfolio management, and financial prediction and planning. The review highlights that Al methods
often outperform traditional statistical techniques in handling nonlinear patterns, though their superiority is not
absolute. Recent research confirms the effectiveness of Al techniques, particularly in addressing complex financial
issues [34] [35].
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A Network Intrusion Detection System (NIDS) plays a crucial role in detecting network security breaches, but
developing an efficient and flexible system to handle unpredictable attacks poses significant challenges [36].
proposes a deep learning-based approach using Self-taught Learning (STL) for building a more efficient and
adaptable NIDS [37] [38]. The approach is evaluated using the NSL-KDD dataset, a well-known benchmark for
network intrusion detection [39] [40]. The performance is assessed based on key metrics such as accuracy,
precision, recall, and F-measure, and is compared with previous works, demonstrating the effectiveness of the
proposed method in enhancing NIDS performance.

In response to the 2008 Mumbai attacks, the Mumbai police initiated a scheduling system for limited inspection
checkpoints across the city’s road network [41]. While similar security scheduling problems have been addressed
in existing literature, the challenge of scheduling in networked domains with varying target importance remains
largely unsolved [42] [43]. frames the network security problem as an attacker-defender zero-sum game, where
both players have exponentially large strategy spaces. To tackle this, the paper introduces novel, scalable
techniques to address the complexity of security scheduling in such dynamic environments.

Intrusions are a major concern in computer network security, as unauthorized access can compromise the
integrity, confidentiality, and availability of resources [44]. Intrusion Detection Systems (IDSs) have been
developed to monitor network activities and alert administrators of potential attacks, utilizing techniques such as
data mining, machine learning, and artificial intelligence [45] [46]. However, due to the high dimensionality of
network data, applying these techniques can be time-consuming. applies a wrapper approach based on a genetic
algorithm for feature selection and logistic regression for learning, aiming to optimize feature subsets for IDS [47]
[48]. Experiments on the KDD99 and UNSW-NBI15 datasets are conducted, using decision tree classifiers to
evaluate the performance, and results are compared with other feature selection methods to assess the effectiveness
of the proposed approach [49] [50].

A supervised intrusion detection system learns from past attack examples to detect new threats, and using Artificial
Neural Network (ANN)-based detection helps reduce false positives and negatives. proposes a developed learning
model for fast learning networks (FLN) based on Particle Swarm Optimization (PSO), named PSO-FLN [51]. The
model is applied to intrusion detection using the KDD99 dataset and compared with various meta-heuristic
algorithms for training extreme learning machines and FLN classifiers [52] [53]. The results show that PSO-FLN
outperforms other learning approaches in terms of testing accuracy, demonstrating its effectiveness in intrusion
detection.

Authentication is crucial in wireless sensor networks (WSNs) for securing unattended environments. Das
proposed a hash-based authentication protocol that improves security against masquerade, stolen-verifier, replay,
and guessing attacks, and addresses issues related to multiple logged-in users with the same login ID [54].
However, identifies a security weakness in Das’s protocol regarding mutual authentication between users, gateway
nodes, and sensor nodes [55] [56]. To address this, the paper proposes an improved protocol that enhances secrecy,
ensuring legal users can securely operate a WSN in an insecure environment. Comparisons of security,
computation, communication costs, and performance demonstrate that the proposed protocol is more suitable for
high-security WSN applications.

Al and blockchain are transformative technologies that are set to fundamentally change how we live, work, and
interact. summarizes existing efforts and explores the promising future of integrating these technologies,
particularly in creating smart, decentralized, and secure systems [57] [58]. By combining the strengths of Al's
decision-making capabilities with blockchain's transparency and security, this integration has the potential to
revolutionize various sectors [59]. The authors aim to answer the question: How can these smart, decentralized
systems benefit society, enhancing efficiency, trust, and innovation

Software-Defined Internet of Things (SD-IoT) networks benefit from centralized management and resource
sharing, enhancing scalability and efficiency [60]. However, as these networks grow, they face significant security
challenges, particularly in detecting unknown attacks. Traditional signature-based or behavior-based intrusion
detection methods are inadequate for SD-IoT's dynamic environment. proposes an Al-based two-stage intrusion
detection system empowered by software-defined technology [61] [62]. The system utilizes the Bat algorithm for
feature selection and a Random Forest classifier with a weighted voting mechanism for flow classification.
Experimental results demonstrate that the proposed solution selects more relevant features, achieving superior
performance in classification with better accuracy and lower overhead compared to existing approaches.
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The AI2, an analyst-in-the-loop security system that combines Analyst Intuition (AI) with state-of-the-art machine
learning to create a comprehensive, end-to-end Al-driven solution [63]. The system includes four key components:
a big data behavioral analytics platform, an outlier detection system, a feedback mechanism for security analysts,
and a supervised learning module [64]. Validated with a real-world dataset of 3.6 billion log lines and 70.2 million
entities, AI2 demonstrates its ability to defend against unseen attacks. The results show a 2.92x improvement in
detection rates and a reduction in false positives by over 5x in unsupervised outlier analysis.

The AI2, the first scalable and sound analyzer for deep neural networks that can automatically prove safety
properties, such as robustness, for real-world networks like convolutional neural networks (CNNs) [65].
Leveraging classic abstract interpretation techniques, AI2 uses abstract transformers to model the behavior of fully
connected and convolutional layers with ReLU activations and max pooling layers. AI2 has been fully
implemented and evaluated on 20 neural networks, demonstrating its precision in proving useful specifications,
such as robustness, and its ability to certify state-of-the-art defenses. Compared to existing symbolic analysis
methods, AI2 is significantly faster and can handle deep convolutional networks, which were previously beyond
the reach of existing analyzers.

The explored various machine learning algorithms and their effectiveness in network intrusion detection,
highlighting how feature selection and classifier optimization are critical in improving the detection accuracy [66].
This work emphasizes the need for intelligent systems capable of adapting to dynamic network environments,
which is a key aspect of our proposed Al-driven IDS framework.

The examined the application of Al, particularly deep learning, in securing network infrastructures. His study
demonstrated the potential of deep neural networks (DNNs) in detecting both known and unknown intrusions
[67]. This aligns with the core objectives of our framework, where deep learning models are leveraged for anomaly
detection in network traffic.

The focused on the integration of Al techniques in cybersecurity, proposing an automated framework for the
detection and mitigation of network-based attacks [68]. His work emphasizes the necessity of using advanced Al
models for real-time threat detection, a concept that resonates with our approach to enhance intrusion detection
with Al-powered techniques.

The concept of smart security systems that utilize Al and machine learning for adaptive intrusion detection. By
applying unsupervised learning to identify patterns in network traffic, Morrow's research laid the groundwork for
the anomaly detection methods incorporated into our IDS framework [69].

The role of deep learning in improving the accuracy and efficiency of IDS systems, especially in handling large
datasets [70]. His work highlights the importance of using Al to reduce false positives and negatives in network
security, which is a challenge addressed by our proposed solution.

A hybrid IDS framework combining both machine learning and Al-based techniques to identify anomalies and
attacks [71]. Shetty's work aligns with the proposed framework’s goal of integrating Al models, including neural
networks, for more effective intrusion detection.

A novel approach to intrusion detection by combining traditional signature-based methods with machine learning
algorithms. examined the performance of neural network models in detecting advanced persistent threats (APTs)
and cyber-attacks, underlining their ability to learn from network traffic patterns [72]. This research reinforces the
importance of deep learning models in effectively addressing the evolving nature of cyber threats, a key objective
of our framework.

A multi-layered security model that integrates deep learning for detecting intrusions at various network layers
[73]. This multi-tiered approach is closely related to the multi-stage detection system proposed in our work, which
aims to improve the robustness of network security.

The further explored the application of Al and machine learning in improving the scalability of IDS. proposed a
deep learning-based approach for real-time anomaly detection in large-scale networks, emphasizing the use of Al
in detecting complex attacks [74]. This work highlights the need for real-time processing in intrusion detection, a
feature that is incorporated into our Al-driven IDS framework.
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The focused on using reinforcement learning to optimize intrusion detection systems [75]. The adaptive learning
nature of reinforcement learning provides a flexible approach to dynamic attack scenarios, which is one of the
core components of our proposed solution.

The role of hybrid Al models in enhancing the effectiveness of IDS. His work demonstrates that combining Al
with traditional methods leads to improved detection capabilities, a concept that is reflected in the hybrid approach
used in our framework [76]. Proposed a scalable and robust IDS framework using Al-based algorithms for attack
prediction and detection. Emphasized the use of deep learning models for the detection of sophisticated and
previously unknown cyber-attacks [77]. Wang’s research highlights the strengths of deep learning in handling
complex patterns, which is one of the key features of the IDS framework we propose.

3 METHODOLOGY

This Figure 1 illustrates the process of an Intrusion Detection System (IDS) using deep learning techniques. The
first step, Data Collection, gathers network traffic or activity data. The collected data is then Preprocessed to clean
and normalize it. Next, Feature Extraction using an Autoencoder helps reduce the dimensionality of the data and
capture essential patterns. These extracted features are then passed to an LSTM (Long Short-Term Memory) model
for Classification, where the system classifies the data as either Detect (indicating an intrusion) or Not-Detect
(indicating no intrusion). Finally, Performance Metrics are evaluated to assess the effectiveness of the intrusion
detection system.

[ Data Collection }—F[ Preprocessing ]

Feature Extraction Classfication Using
(Autoencoder) LSTM
Intrusion Detection

[ Detect ] [Not—Detect]

v

[ Performance Metrics ]

Figure 1: Al-Driven IDS with Autoencoder and LSTM
3.1 DATA COLLECTION

Data collection is the first step in any Intrusion Detection System (IDS), where network traffic is captured from
multiple sources like firewalls, intrusion detection systems (IDS), and routers. The data typically includes various
types of network activity, both normal, expected traffic and malicious intrusions, unauthorized access attempts,
DoS attack. Capturing raw traffic data is crucial for providing a comprehensive view of network operations and
any potential threats. This data can include attributes such as IP addresses, protocol types, packet sizes,
timestamps, and service requests. The richness of data from these sources helps to create a robust dataset for
detecting intrusions based on network behavior patterns.

3.2 PREPROCESSING

Preprocessing is a critical step that ensures the collected data is clean, normalized, and ready for deep learning
models. During preprocessing, the data is first cleaned to remove any corrupt or incomplete entries. Handling
missing values might involve techniques such as imputation or removing rows with incomplete information.
Numerical data, like packet size or duration, is normalized to ensure consistency in the dataset and prevent certain
features from dominating the analysis. Additionally, categorical features, such as protocol type or service name,
are encoded into a numerical format using techniques like one-hot encoding. Preprocessing ensures that the dataset
is in an optimal format for deep learning algorithms, which are sensitive to data inconsistencies and scale.

33 FEATURE EXTRACTION
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Feature extraction using Autoencoders is a powerful technique for reducing the dimensionality of the data while
retaining its important features. Autoencoders are unsupervised neural networks that aim to learn a compressed,
low-dimensional representation of the input data. The encoder part of the network learns to compress the data into
a dense code, while the decoder reconstructs the original data from this compressed representation. The quality of
the reconstruction is crucial, and any large reconstruction errors often signal an anomaly, such as an intrusion.
This method helps identify relevant patterns in network traffic that can be used for anomaly detection, even in the
absence of labeled data, making it especially useful for detecting previously unseen attack patterns. In an
Autoencoder, the model learns to compress data into a lower-dimensional space and reconstruct it. The
Reconstruction Error EEE is often used to measure how well the model performs

1 .
E = ol — &1 (1)

Were, x; is the original data point, X; is the reconstructed data point from the Autoencoder, n is the number of
data points, ||x; — £;|? is the squared Euclidean distance between the original and reconstructed values.

34 CLASSIFICATION USING LSTM

After feature extraction, the next step involves classifying the network traffic data using an LSTM (Long Short-
Term Memory) network, a type of recurrent neural network (RNN) that is particularly effective at learning from
sequential data. LSTM is ideal for intrusion detection in networks as it can model temporal dependencies in the
data, such as traffic patterns over time. By capturing long-range dependencies, LSTM can recognize recurring
attack patterns, such as DDoS attacks, brute force attempts, or malware propagation, which manifest as sequences
of network events. The LSTM is trained to differentiate between normal network behavior and malicious activity
by learning the typical flow of data over time. For classification using LSTM, the Cross-Entropy Loss function is
commonly used as the objective function during training

L=-%", [yilog () + (1 —y)log (1 - ;)] )

Were, L is the loss, y; is the true label, y; is the predicted probability of an intrusion, n is the number of instances
in the dataset.

3.5 INTRUSION DETECTION

The classification step involves feeding the features extracted by the Autoencoder into the LSTM model for final
classification. Based on the temporal patterns recognized by the LSTM, the system outputs one of two results:
Detect or Not-Detect. A Detect outcome indicates that the system has identified an intrusion or abnormal behavior,
such as a network attack or unauthorized access. A Not-Detect result signifies that the traffic pattern is consistent
with normal network operations. The ability to classify network traffic in real-time allows for prompt responses
to security threats, minimizing the damage caused by intrusions. This detection process is the core function of the
IDS, ensuring that any malicious activity is flagged as soon as it occurs.

4 RESULT AND DISCUSSION

The proposed Al-driven Intrusion Detection System (IDS) utilizing Autoencoders and LSTM networks
demonstrated promising results in detecting both known and novel network intrusions. The loss and accuracy
curves showed that the model quickly learned the key patterns in the data, with a sharp decrease in loss and rapid
improvement in accuracy, stabilizing early in the training process. However, this behavior indicated potential
overfitting, suggesting that while the model achieved high accuracy and low loss, further improvement could be
achieved with better regularization or more diverse data. The ROC curve indicated that the classifier performed
better than random guessing, but there was still room for enhancement in balancing true positive and false positive
rates. These findings emphasize the need for refining the model to improve generalization and enhance its ability
to detect evolving attack patterns in real-world applications.
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Figure 2: Loss Curve
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Figure 3: Accuracy Curve

This graph displays the Figure 2 and the Figure 3 across 200 epochs of training. Initially, the Loss Curve shows a
sharp decline, indicating the model is quickly learning and improving its predictions. However, after a certain
point, the loss plateaus at a low value, suggesting that the model has reached a stable state and further training
provides minimal improvements. Similarly, the Accuracy Curve shows a rapid increase, quickly reaching nearly
100%, after which it stabilizes. This suggests the model has learned the key patterns in the data, with little to no
further improvement. The behavior of both curves indicates the model has likely overfit to the training data,
achieving high accuracy and low loss early on. This suggests the model may have reached its optimal state too
soon, highlighting a need for better regularization or more diverse data to prevent overfitting and improve
generalization.
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Figure 4: ROC Curve

This Figure 4 represents the ROC Curve of a binary classifier, with the x-axis showing the False Positive Rate
(FPR) and the y-axis showing the True Positive Rate (TPR). The orange curve indicates the classifier's
performance, where a higher curve closer to the top-left corner suggests better performance. The dashed blue line
represents random guessing, and the classifier's curve is above it, showing some predictive power. However, the
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curve's shape indicates room for improvement, as the model doesn't achieve a significantly high TPR while
maintaining a low FPR. The overall performance can be evaluated by calculating the AUC (Area Under the
Curve), which reflects how well the model discriminates between classes.

5 CONCLUSIONS

This study demonstrates the effectiveness of an Al-driven Intrusion Detection System that integrates Autoencoders
and LSTM networks to address the limitations of traditional IDS. The Autoencoders assist in unsupervised
anomaly detection, while LSTM networks leverage temporal dependencies in network traffic to identify attack
patterns. The results show promising detection capabilities, with the system achieving high accuracy and a strong
reduction in loss. However, the model exhibited signs of overfitting, suggesting the need for better regularization
techniques or more diverse training data. The system’s real-time processing capabilities, bolstered by cloud
computing, ensure it can efficiently handle large volumes of network traffic. In future work, improvements in
model generalization and interpretability will be crucial to enhance the system’s applicability in real-world
environments.
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