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Abstract—Hybrid Cloud environments combining AWS and on-premises infrastructure presents complex network
troubleshooting challenges. Traditional manual diagnostic methods are time-consuming, error-prone, and struggle
to correlate logs across distributed systems in real-time. This study addresses the creation of Al-based chatbot
application to network fault-finding in hybrid cloud systems, involving the AWS CloudWatch, VPC Flow logs and on-
premises infrastructure. The chatbot operates with natural language processing (NLP) to instruct users on the
troubleshooting steps on the basis of the historical and live network data. The system increases operational efficiency
and reduces the time to resolution by automating root cause analysis, log correlation and remediation suggestions.
Using Anthropic Claude (Sonnet), Lex Al chatbot achieved 99.67% accuracy and reduced Mean Time to Resolution
(MTTR) from 47.0 minutes to 40.13 minutes improvement. The chatbot enhances user experience in real-time and
interactive, 24/7 availability, reduce human error, eliminating the necessity to depend on support teams. The paper
shows how AI can streamline troubleshooting and optimize network diagnostics of hybrid networks with complex
architectures.

Keywords: Al chatbot, functional chatbot, troubleshooting networks, the hybrid cloud, AWS, natural language
processing, operational efficiency, real-time logs, and root cause analysis.

INTRODUCTION

This research focuses on using an Al-based chatbot platform to troubleshoot a hybrid cloud network. The chat-bot
will streamline the whole troubleshooting procedure, study past data, integrate real-time logs, and propose automated
techniques. With the help of Al, the chatbot is capable of providing on-the-fly services, which will reduce the amount
of time and resolution time and increase the efficiency of hybrid cloud environments. The solution provides a
streamlined method for diagnosing and resolving connectivity problems by integrating historical support data, real-
time logs, and AWS cloud best practices. It consolidates multiple data sources into a data lake, including VPC Flow
Logs, Direct Connect metrics, and PCAP analysis, to deliver end-to-end network path validation, root cause analysis,
and intelligent remediation suggestions. This approach significantly enhances troubleshooting efficiency and reduces
time to resolution.

A. Research Aim
This research aims to develop an artificial intelligence-based Chatbot tool to systematically automate network-
troubleshooting both in the hybrid AWS/on-premises release, to improve both speed and precision in troubleshooting
network problems.
B. Research Objectives
e To examine the integration of AI-based chatbot tools to diagnose the network in real-time and historical
data.
o To investigate the power of automated root cause analysis in a hybrid network.
To explore the purpose of real-time log correlation in troubleshooting.
o To evaluate how automated troubleshooting can be used to shorten the time to resolve and enhance the
operational efficiency in hybrid architectures.
e To avoid human errors and improves accuracy in complex networking architecture.
C. Problem Statement
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The increasing complexity of hybrid cloud systems, which involve both AWS and on-premises infrastructure, network
troubleshooting is becoming increasingly complex. In conventional techniques, it takes time and can easily be
manipulated by humans and causes delays and wastage. One of the ways these challenges could be mitigated is to use
a chatbot solution that provides real-time, guided, and automated advice on troubleshooting and make the process
more efficient and less prone to error.
D. Novel Contribution
This research presents an Al-based chatbot network troubleshooting automation tool that is applicable to hybrid cloud
environments, that are a combination of AWS and on-premise infrastructure. From the historical data, real-time logs,
and AWS best practices, it provides automated root cause analysis, validate compliance or non-compliance routes,
real-time log correlation, and intelligent remediation, supporting hybrid-related problems, such as Direct Connect and
BGP session issues.

L LITERATURE REVIEW
A. Integration of AI-based chatbot for Network Diagnostics Using Historical and Real-Time Data
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Fig. 1: Data Strategy and Integration for Al

The Artificial Intelligence (AI) chatbot implementation in network diagnostics has gained importance in improving
the efficiency and effectiveness in troubleshooting. The Al powered chatbot and supports 24/7 hours of use with more
than >500 simultaneous queries with less than <100ms latency and enhanced scalability and response times [1]. It
manages knowledge of 5,000+ incidents reducing operation costs by 15-20 percent and removing 12-15% of mistakes
in human error in correlation of logs [2]. The system is constantly enhanced by new information, keeping its accuracy
growing, and combines logs received around the clock, which does not socially waste much time [3]. Using proactive
anomaly detection, it enhances productivity of engineers as it automates the normal tasks and has a 86% first-call
resolution [4]. Moreover, it guarantees the regular compliance with AWS best practices, which increases the efficiency
of operations and the reliability of networks [5]. This is based on historical data as past network logs, and resolution
patterns offer a solid foundation for predictive diagnostics [6]. Using this information, Al systems can predict common
problems and switch to a mode of active repair to active maintenance [7]. Combined with real-time data, Al based
chatbot systems can continuously check the health of the network, providing real-time diagnostics through the
comparison of current metrics of network operation with past trends [8]. This allows chatbot systems to detect
anomalies that otherwise might not be noticed. This combination of the historical and real-time data promotes network
diagnostics resulting in more precise and timely issues solving [9]. Embarking on applications in chatbots and digital
assistants that are undergoing development to be powered by natural language processing can advise engineers by
giving them real-time suggestions based on these data insights [10]. Transformer models combined with BERT have
made a breakthrough in the analysis of logs by comprehending complex network logs [11]. In addition, BGP anomaly
detection through the application of ML has greatly increased the accuracy of routing anomalies [12]. Explainable Al
is now considered a crucial part of the decision-making process and has led to engineers being able to trust Al-led
troubleshooting flows and follow them [13]. Moreover, chatbots using Al engage NLP to walk engineers through
network issues and constantly learn based on past events in order to enhance the performance of the network [14].
This integration does not only enhance the speed as well as accuracy of network diagnostics but also enhances
continuous learning, which results in more informed decisions to carry out on network management.

B. Effectiveness of Automated Root Cause Analysis in Hybrid Networks
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Fig. 2: Automated Root Cause Analysis

Root Cause Analysis (RCA) plays a vital part in the troubleshooting of problems related to networks, especially in a
hybrid setup, combining cloud and on-premise services. Within such complex environments, issues may be triggered
by different causes, including faults of security group configurations, BGP connection failures, or an asymmetric
routing [15]. Manual, time-consuming, and human error errors can occur with traditional RCA methods especially in
hybrid setups [16]. Al can solve these issues by automating the RCA to bring its speed and accuracy to unprecedented
levels [17]. Al systems are efficient in correlating the data across the various sources with the VPC flow logs, Transit
Gateway Logs, direct connect metrics and on-premises device logs [18]. Al can be used to find patterns and likely
causes of network problems rapidly by analyzing these sources, both in the cloud and on-premise settings [19].
Moreover, Al-based RCA systems give confidence scoring and this can be used to rank actions according to
probability of a cause being right [20]. This study is guided by the Distributed Cognition Theory that emphasizes the
interplay between a human whose decision making is involved and the tools, such as the Al-powered chat bots, in
problem solving [21]. Also, the Technology Acceptance Model (TAM) is used to discuss the adoption of new Al tools
by engineers in network troubleshooting [22]. Models of human-Al collaboration can underline the concept of the
smooth cooperation between humans and machines to promote the effectiveness of troubleshooting, and the analysis
of root causes models can be applied to find and solve issues in the network [23]. The automation of RCA in hybrid
networks provides faster issue resolution and reduces the manual workload on network engineers, enhances
operational efficiency and improves the reliability of networks.

C. Role of Real-Time Log Correlation in Troubleshooting
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Fig. 3: Real-time log correlation in troubleshooting
Effective network troubleshooting studies include real-time log correlation to identify issues; however, it is
particularly important in hybrid networks where logs are produced in both cloud and on-premises environments. The
critical diagnostic information is found in logs of different network components (routers, firewalls, and even cloud
services), but are commonly fragmented and distributed on a variety of platforms [24]. Al is essential in real time log
correlation that combines and analyses logs of different sources in real time [25]. This artificial intelligence-driven
system detects the relation among various logs [26]. It recognizes the underlying network problem, thereby providing
an opportunity to detect problems more quickly like misconfigured security groups, BGP session failure or packet
drops [27]. With a hybrid network where data is moving between cloud and on-premises environments, Al allows
them to easily integrate logs between the two environments, which cannot be done without siloed traditional log
storage [28]. The ability to identify patterns in past and real-time data, Al can also be used to predict and prevent more
problems in the future [29]. It decreases the downtime of the network and enhances the overall infrastructural
performance [30]. Al chat bots use network logs of the past and present to diagnose faults in the network accurately
[31]. NetMedic is popular as an automated network diagnostics tool and CloudRCA provides cloud-based root cause
analysis [32]. These instruments can be used to identify and resolve issues faster [33]. Moreover, the technologies
VPC Flow Logs analysis and Direct Connect diagnostics are important in the management of hybrid networks [34].
One of the most important features is the log correlation which is a real time feature, thereby saving a lot of time in
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manual troubleshooting [35]. With full 24/7 availability, the system provides 24/7 first line support and enhances the
overall operational efficiency and minimizes the human error by up to 12-15%.
D. Impact of Automated Troubleshooting on Reducing Resolution Time and Improving Operational Efficiency in
Hybrid Architectures
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Fig. 4: The Rise of Hybrid Automation
Hybrid network architecture can greatly improve the efficiency of cloud networks without reducing the time of issue
resolution by using automated troubleshooting. Conventional troubleshooting procedures might be time consuming
because engineers manually search logs, system alerts and network settings to detect the root cause of an issue [36].
This approach is especially ineffective in the hybrid architecture where the problems can arise in both on-premises
and cloud environments [37]. Automated troubleshooting through Al enhances the resolution time because it instantly
gives details on the troubleshooting problems [38]. Al systems can recommend or automatically take corrective actions
following comprehensive analyses of real-time information and passed resolutions of the issues, decreasing the need
for human interventions [39]. The patterns of robust integration are also required in hybrid cloud systems, a
combination of an on-premises solution and cloud solution [40]. The proper management of multi-cloud network
facilitates a seamless communication between such platforms as AWS and Azure, where a cross-platform log
aggregation facilitates intrinsic data-flow and troubleshooting [41]. Moreover, hybrid cloud security systems tackle
the distinctive issues that these environments present and act as a guarantee that the data is protected both in the on-
premise and cloud settings [42]. The use of such tools as cloud-native troubleshooting enables the further optimization
of performance and reliability of issues solved [43]. Automating the basic troubleshooting processes, Al can enable
the network engineers to spend more time on the more difficult problems [44]. It increases their overall level of
productivity as well as minimizes the operational expenses [45]. Automated troubleshooting bears its weight when it
comes to hybrid environments, the union of the cloud and on-premise infrastructure requires nimble, scale-ready, and
effective solutions.
E. Literature Gap
Although Al-powered chatbot solution network troubleshooting system has been demonstrated as a promising
technology in hybrid infrastructures. The available literature does not provide in-depth research on integrating
historical and real-time data to analyze root causes of issues in complex systems. There is also a paucity of research
into scalability of Al solutions in large hybrid systems, especially in matching logs across different sources and the
effects of Al on minimizing operation costs [46]. These gaps need to be filled in further research.

II. METHODOLOGY

A. Research Design
This research adopts a quantitative method of analysis to assess the efficiency of the Al-powered chatbot solution
troubleshooting system. Independent variables are the various sources of data in the troubleshooting (historical data
and real time logs), whereas, the key performance indicators (KPIs) are; resolution time, accuracy and operational
efficiency [47]. The aim is to establish the effectiveness of the Al system to automate troubleshooting in hybrid
network environments and ensure network performance is better. The performance of the system is evaluated as the
control group data of the traditional troubleshooting (when network engineers work manually) is compared to the data
of the experimental group (when the AI chatbot system works) [48]. The two methods can therefore be directly
compared to see the difference in the speed and accuracy of troubleshooting.
B. Data Collection
For the data collection, multiple sources are used and it is essential in-network troubleshooting in infrastructure
hybrids. The data applied in the process of troubleshooting is CloudWatch real-time logs, VPC Flow Logs, Sys logs,
Network interface logs, AWS CloudWatch logs, AWS CloudTrail logs and on-premises infrastructure. These logs are
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analyzed by the Al-powered chatbot to guide users in troubleshooting, based on previously resolved issues and best
practices. On-premises infrastructure to support some diagnostics; Network Design Documentation to assist in
network path validation. Packet Capture (PCAP) Analysis that can help diagnose packet-level problems of
fragmentation or Any data of any kind is incorporated in real-time to process it and resolve the issue faster [49].
C. System Design
The Al-powered chatbot tool uses natural language processing (NLP) to direct users in the process of troubleshooting.
It scans live logs on the AWS microclimate and in-premises network, advising users on the steps to follow to address
the issue and recommended solutions, and is a direct answer to most of the typical network problems. Root Cause
Analysis (RCA) is done with the help of machine learning algorithms The Al model compares network problems with
previous records to determine the most likely causes [50]. RCA is calculated as:

Root Cause = arg max.ccP(c | Symptoms)
C is the set of possible causes, and P(symptoms) the possibility of a particular cause based on observed symptoms.
Real-Time Log Correlation: The Al system reads real logs of infrastructure, whether on premises or AWS and
identifies network-based anomalies. The equation that is used to correlate logs is:

Y™ L1,iL2, i

VN

L1 and L2 are the logs of the different network components and m is the number of log entries. This equation evaluates
the correlation between logs, which detects the possible problems [51]. For the network path validation, the system
clearly provides proper connectivity between the AWS VPC and the on-premises systems through the analysis of flow
metrics and validation of the network path. Smart Remediation is analyzed once the problem is detected, the system
offers stepwise remediation guidelines according to best practices of AWS and helps the engineers fix the problem as
fast as possible.
D. Evaluation
Resolution Time (MTTR):
By providing immediate responses with guided answers based on real-time data and historical logs and with the help
of the Al, the chatbot system will provide fewer resources in terms of time spent on troubleshooting and resolve them
faster and better, as well as provide a customer with a better experience. Mean Time to Resolution is an issue-
resolution time, and is computed as the Mean time to resolve (MTTR):

Y | Resolution Timei

Correlation(L1,L2) =

MTTR =

n
Resolution Time is the time taken to resolve an issue; n is the number of issues that have been solved. The accuracy
is calculated with the help of a confusion matrix to check whether the system is good at detecting the right root causes.
Operational Efficiency is measured based on the effect of the system on network performance and the downtime, the
first-call resolution rate, and system uptime. Scalability is achieved by testing the capacity to deal with growing data
volumes and complex network conditions. The statistical analysis of the performance of Al systems is compared to
the traditional troubleshooting, based on paired t-tests and ANOVA with a level of significance of p<0.05.

E. Data Analysis Plan

For the evaluation of performance metrics assessment and comparing the performance of the Al system with historical
techniques of troubleshooting, quantitative analysis is used. The results are summarized using descriptive statistics
(mean, standard deviation) and inferential statistics (ANOVA test) are used to establish significant differences
between experimental and control groups. Moreover, correlation analysis is conducted to determine relationships
between the time of resolution, accuracy, and operational efficiency. Statistical significance is set at p<0.05, and the
effect sizes (Cohen d) calculated to determine their practical significance.

F. Expected Outcomes

The study emphasizes that Al-enabled troubleshooting cuts down the time involved in ticket resolving by a substantial
amount, helps to be more accurate clinching network problems, and increases the efficiency of the operation in a
hybrid environment. Network engineers can concentrate on more serious problems and become more productive and
less expensive to run as routine troubleshooting can be automated.

G. Data visualizations and Plots

The analysis incorporates different plots and models to visualize the network performance and solving issues. These
are: Network Latency Overtime, correlation matrix Network logs, Network path validation between AWS and on-
premises, Frequency of common network problems, BGP session health vs. routing problems, root cause confidences
scoring, anomaly detection in network traffic and MTU mismatch and Fragmentation Impact. Such visualizations will
facilitate in determining the effectiveness of AIS systems with hybrid network environments.
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H. Architecture Diagram
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Fig. 5: Architecture Diagram

The following architecture diagram demonstrates an Al-based network troubleshooting solution, where AWS
infrastructure (VPC, Transit Gateway, and Direct Connect) is interconnected with the on-prem infrastructure. It is an
automated diagnostic approach, using historical data, real-time logs and AWS best practices to manage a hybrid
network with efficiency. Al models can leverage a variety of foundation models, including Anthropic Claude
4.0+, OpenAl GPT, Amazon Nova, and others, depending on the use case and performance requirements. Chatbot
interfaces can be built using Amazon Lex or any custom application layer, providing flexibility in how users interact
with the underlying Al model.

1. Pseudocode

Initialize System

Set inputs: Historical Logs, Real-time Logs, Network Design,
PCAP, Security Configurations, Route Tables, BGP Data

Set outputs: Troubleshooting Results, Recommendaticns,
Remediation Steps, Visual Path Diagrams

Start loop
IF Run Enabled = OFF THEN
WAIT until Run is Enabled
END IF

Collect Input Data
Retrieve historical logs

e network configuration data (VPC, Transit Gateway, DX
Gateway, fo, etc.)
ve on-premises network logs

END Collect Input Data

Perform Troubleshooting
IF Issues Detected THEN
Classify the issue type (e.g., BGP, MTU, Rsymmetric

Routing)

Perform historical pattern matching

Correlate real-time logs

Validate network path [(AWS VEC to on-premises via Direct
Connect)

Validate DX connection and BGFP sessions

RAnalyze packet capture (PCAP)

Identify root cause using A] and historical data

END IF

Generate Qutput
Create root cause explanations with evidence
Generate remediation steps based on AWS best practices

Create visual network path diagrams showing traffic flow
Provide recommendations for improvements and sclutions
Reference AWS Well-Architected Framework for compliance

END Generate Output

IF Issue Complexity > Threshold THEN
Escalate to senior troublsshooting team
END IF

Wait for the next troubleshooting cycle
END locp

Fig. 6: Pseudocode
The Al-based network troubleshooting tool combines both historical data and real-time information to troubleshoot
the connection problems at both AWS and on-premises. It automates root cause analysis and makes intelligent
remediation suggestions.
J. Flow Diagram
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Fig.7: Flow diagram
The Al-powered chatbot solution troubleshooting tool is an automated network issue diagnostics tool that suggests
the diagnosis at real-time statistics, logs, and AWS best practices. It effectively determines root-causes, comes up with
solutions, and offers remedial solutions to hybrid environments.
III.  RESULT AND DISCUSSION
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Fig.8: Network latency overtime
network latency over time plot indicates fluctuation of network latency during the time between 20 and 80
milliseconds. Periodic spikes suggesting network problems or a network overload at certain times and maybe there is
a need to dig deeper.

Correlation Matrix of Network Metrics
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Fig.9: Correlation Matrix for Network Logs
Most network metrics have weak correlations showing in the correlation matrix. It is worth noting that routing
problems bear a positive relationship with packet loss and BGP session health with a medium strength indicating
possible dependencies between the variables.
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Fig.10: Network Path Validation for AWS to On-premises
The visualization of the network path represents how information moves between AWS VPC and the Transit Gateway
and Direct Connect, and ends up in the On-prem Router. This route brings out connectivity between AWS cloud and
on-premises infrastructure.

© # MTTR (Mean Time to Resolution)
resolution_times = [38, 45, 508, 4@, 68, 35, 25] # Example resolution times in minutes
n = len(resolution_times) # Total number of issues resolved

MTTR = sum(resolution_times) / n
print(f Mean Time to Resolution (MTTR): {MTTR} minutes")

++  Mean Time to Resolution (MTTR): 48.714285714285715 minutes
Fig.11: Mean Time to Resolution (MTTR)

The code is used to determine the Mean Time to Resolution (MTTR) using a sample of resolution times. The mean

time is 40.71 minutes, which means that it is the mean time spent to fix the network problems.
Frequency of Common Network Issues

BGP Flap
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MTU Mismatch

Issue Type

Security Group Misconfig

DX Gateway Error

T T
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Frequency

Fig.12: Frequency of Common Network Issues
The bar chart reveals how various network issues are common such as the most common network issue is the BGP
Flap, followed by the Security Group Misconfiguration and then Asymmetric Routing. Errors at DX Gateway are less
prevalent.
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Distribution of Routing Issues
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Fig.13: Distribution of Routing issues
The bar chart shows the distribution of routing issues, with the amount of no issues (0) relatively larger than the
number of issues (1). This implies that issues of routing are not very common within the network.
BGP Session Health vs. Routing Issues

Routing Issues
]
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2501
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150

count
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Fig.14: BGP Session Health vs. Routing Issues
The bar chart compares BGP session health and routing problems. It indicates a comparable number of healthy and

unhealthy sessions of both issues and non-issues which implies that session health might not have a direct effect on
routing problems.

.. Cosine Similarity between Logs:
Component 1 Component 2 Component 3 Component 4 Component 5

Component 1 1.000000 2.666667 0.333333 0.408248 9.666667
Component 2 0.666667 1.000000 0.333333 0.408248 0.666667
Companent 3 0.333333 2.333333 1.000000 0.408248 9.666667
Component 4 0.408248 0.408248 0.408248 1.000000 9.408243
Component 5 8.666667 8.666667 8.666667 0.408248 1.600000

Cosine Similarity Matrix: Real-Time Log Correlation

Component 1
Component 2 -
a
& component 3

Component 4
05

Component 5 -

Component 1 Companent 2 Component 3 Component 4 Companent 5
Logs

Fig.15: Real-Time Log Correlation

The cosine similarity matrix depicts a correlation between the logs of the five network elements. Components 1, 2 and
5 exhibit the strongest correlation whereas Component 3 correlates less with other components.
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» Classification Report:
precision recall fl-score support
@ @.5@ 8.52 @.51 162
1 0.48 @.38 @.39 138
accuracy B.46 3aa
macro avg @.45 8.45 @.45 3aa
weighted avg @.45 .46 2.45 3ea

Confusion Matrix for Random Forest Classifier
-85

85

No Issue (0}
1

Actual

86

Issue (1)
1

No Issue (D) Issue (1)
Predicted

Fig.16: Root Cause Confidence Scoring
The confusion matrix and classification report of the Random Forest Classifier is shown here. The overall precision
and recall are moderately 0.86, and 0.52 for No Issue and Issue respectively to indicate that the model differentiate
between network problems and no problems.

.. Accuracy in detecting anomalies: 0.9967

Visualization of Normal vs Anomalous Transactions
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Fig.17: Anomaly Detection in Network Traffic using Isolation Forest
The scatter plot visualizes a normal and anomaly transaction over normal (blue) and anomaly (red) and indicates that
there are majority normal transactions with few anomalies at higher total. Not only does the Al-powered chatbot point
out anomalies with a high precision of 99.67% but also it also delivers interactive steps to troubleshooting, making
the end-user more satisfied and less likely to use the support tickets.

10


http://www.jst.org.in/

Journal of Science and Technology
ISSN: 2456-5660 Volume 11, Issue 04 (April -2026)

WWW.JSt.org.in DOL:https://doi.org/10.46243/jst.2026.v11.i04.pp01-15
20 Impact of MTU Mismatch on Packet Loss
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Fig.18: MTU Mismatch and Fragmentation Impact
The box plot shows the effect of MTU mismatch on the packet loss is illustrated. It shows a marginally increased

amount of loss of packets where there is a mismatch of the MTU (1) and otherwise (0), with some few outliers.
s+« Descriptive Statistics:
Control_Group Experimental_Group

count . 0008 8. 880000
mean 47 .e0ed 4@8.125000
std 2.9277 3.313932
min 43.e000 35.@80002
25% 45.8008 37.750068
Se% 45,5029 48, 520008
75% 43.5088 42.,256000
max 52.0029 45. 220028

Fig.19: Descriptive statistics
The descriptive statistics indicate that the Control Group has the highest mean (47) as opposed to the Experimental
Group (40.13). The variability is similar in both groups with the Control Group being a little more consistent.
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Fig.20: Application of NLP system
Applying NLP model, The Word Cloud for the troubleshooting of network is shown, where the results section visually

highlights "resolution," "system," "time," and "offering." It shows the impacts of accuracy, efficiency and network
troubleshooting, with these words such as data, Al, and immediate responses prominent.
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Statistic Control Experimental
Group Group

Count 8 8

Mean 47.00 40.13

Std Dev 293 3.31

Min 43.00 35.00

25th %ile 45.00 37.75

50th %ile 46.50 40.50

75th %ile 48.50 42.25

Max 52.00 45.00

TABLE1: DESCRIPTIVE STATISTICS FOR THE CONTROL GROUP AND EXPERIMENTAL GROUP

© from scipy import stats
f_statistic, p_value = stats.f_oneway(df['Control_Group'], df['Experimental Group'])

print(f ANOVA Results:\nF-statistic: {f statistic}, p-value: {p_value}")
if p_value < @.85:
print("There is a significant difference between the groups.”)
else:
print("There is no significant difference between the groups.")
+  ANOVA Results:

F-statistic: 19.337899543378995, p-value: ©.800607745545493331
There is a significant difference betwesn the groups.

Fig.20: ANOVA Analysis
The ANOVA results show, F-statistic is 19.34 and a p-value is 0.000006 that reveal the significant difference between
Control and Experimental Groups at a level of 0.05.

° import numpy as np
mean_control = np.mean{df[ 'Control Group'])
mean_experimental = np.mean(df['Experimental_Group'])
std_control = np.std({df["Control_Group'], ddof=1)
std_experimental = np.std(df["Experimental_Group"], ddof=1)
pooled std = np.sqrt(((std control**2) + (std_experimental**2)) / 2)
cohen_d = (mean_control - mean_experimental) / pooled_std

print(f"Cohen's d (Effect Size): {cohen_d}")
if cohen_d > ©.5:
print{"Effect size is large.”)
elif cohen_d > @.5:
print{"Effect size is medium.™)
else:
print{"Effect size is small.™)

= Cohen's d (Effect Size): 2.1987439336636636
Effect size is large.

Fig.21: Cohen's d (Effect Size)
The Cohen's d value of 2.1987 denotes a large effect size between Control and Experimental Groups, which implies
that there is a significant difference in the performance between the two groups in practice.
Discussion
The analysis presents considerable learning about the performance of the network and troubleshooting. The Network
latency ranges between 20-80 ms, that means that there is occasional congestion, that indicates that BGP Flap is the
most common issue. The mean transit time is 40.71minutes and ANOVA value indicates that there is a significant
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difference between control and experimental groups (F=19.34, p=0.000006). The Cohen's d value of 2.1987 indicates
the large effect size, which means quite significant differences in performances. The chatbot is Al-based and identifies
anomalies with 99.67% accuracy, in addition to offering interactive troubleshooting assistance, which enhances
consumer satisfaction and decreases the number of support tickets.

IV.  CONCLUSION
Al-based chatbot solution is important to improve network performance through the automation of troubleshooting,
real-time assistive support on a case-by-case basis, and shorter time of resolution within a hybrid cloud setup. The fact
that it can combine real-time logs and carry out a root cause analysis also results in a faster diagnostics process that
can be beneficial in terms of network performance optimization.
Future Scope
Future research focuses on the development of the chatbot will involve enhancing the capabilities of the chatbot to
manage more intricate network conditions and to involve predictive analytics which will allow the chatbot to actively
detect and solve problems before affecting the performance of the network. Moreover, the implementation of
predictive analytics to quickly resolve any problem early and support multi-clouds might also be considered.
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