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ABSTRACT

With the widespread adoption of the internet, online interactions have become an integral part of
modern communication. However, this surge in digital interactions has also brought about a
significant rise in deceptive practices, ranging from misinformation and fraud to identity theft and
cyberbullying. Detecting and mitigating these dishonest behaviors has become a critical concern for
maintaining trust and integrity in digital communities. The primary challenge lies in developing a
robust and automated system capable of identifying deceptive content amidst the vast volume of
online interactions. In the absence of advanced Al-based systems, deception detection in online
interactions has heavily relied on manual monitoring, keyword-based filters, and rule-based
algorithms. These conventional methods are limited in their effectiveness, as they struggle to adapt to
evolving deceptive tactics and often generate false positives or negatives. Therefore, the need for
effective deception detection systems in online interactions has never been more pressing. The advent
of social media, e-commerce, and various online forums has created an environment where deceptive
practices can have far-reaching consequences. Ensuring the safety and trustworthiness of these
platforms is imperative for user confidence, cybersecurity, and the overall well-being of online
communities. Hence, by utilizing machine learning algorithms, advanced linguistic analysis, and
behavioral pattern recognition, this research aims to develop a powerful tool capable of accurately
discerning deceptive from genuine online interactions. Through the integration of multi-modal
approaches and feature engineering, the proposed system promises to significantly enhance the
accuracy and efficiency of deception detection in digital communities, ultimately fostering a safer and
more trustworthy online environment.
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The exploration of detecting deception in online interactions stems from the rapid evolution and
widespread integration of the internet into modern communication. As online interactions became
ubiquitous, so did the emergence of deceptive practices, posing significant threats ranging from
misinformation and fraud to identity theft and cyberbullying. The escalating prevalence of these
dishonest behaviors has elevated the urgency to develop effective methods for identifying and
mitigating them to maintain trust and integrity in digital communities.

Historically, the challenge of deception detection in online interactions was primarily addressed
through manual monitoring, keyword-based filters, and rule-based algorithms. However, these
conventional methods demonstrated limitations in their adaptability to evolving deceptive tactics,
often resulting in either false positives or false negatives. The absence of advanced Al-based systems
meant that the effectiveness of online deception detection was hampered, leaving digital platforms
vulnerable to deceptive practices.

The rise of social media, e-commerce platforms, and various online forums further exacerbated the
challenges, as deceptive practices carried the potential for far-reaching consequences in terms of user
confidence, cybersecurity, and the overall well-being of online communities. Recognizing the
pressing need for more robust and automated deception detection systems, this research has emerged
to address the deficiencies of existing methods.

By leveraging machine learning algorithms, advanced linguistic analysis, and behavioral pattern
recognition, this research seeks to pioneer the development of a powerful tool capable of accurately
discerning deceptive from genuine online interactions. The integration of multi-modal approaches and
feature engineering represents a significant departure from traditional methods, promising to enhance
the accuracy and efficiency of deception detection in digital communities. The historical context
underscores the transformative potential of this research, aiming to foster a safer and more trustworthy
online environment by staying ahead of the evolving landscape of deceptive practices on the internet.

2. LITERATURE SURVEY

There has been a long history of human interest in identifying deceptive behaviour. Trovillo
(1939) addressed the historic evidence date back to the Hindu Dharmasastra of Gautama (900 — 600
BCE) and the Greek philosopher Diogenes (412 — 323 BCE). In 1921, Larson invented the Polygraph
(Larson et al., 1932), which has been considered as one of the popular methods for lie detection and
works by measuring physiological changes in a person in accordance with stress factors. Typically, the
polygraph instrument captures physiological changes such as pulse rate, blood pressure and
respiration that can be interpreted by psychological experts to identify truthful or deceptive behaviour.
With respect to different scenarios, a polygraph test takes up to four hours which leads to limitations
on it use in real time conditions. Research studies have been supporting the validity of the polygraph
as well as criticizing its use in specific cases. A meta-study by Axe et al., (Axe et al., 1985) found 10
studies from a pool of 250 (that were sufficiently rigorous to be included), indicated that the
controlled question test could perform significantly better than chance under specified narrow
conditions. However, the deception classification contained a high number of false positives, false
negatives and inconclusive instances. In addition, substantial information about the interviewee’s
background (e.g. occupation, work record and criminal record) was required to be captured before the
examination in order to construct a good set of control questions.

Vocal cues, voice stress and acoustic features have also been employed as indicators to distinguish the
act of deceit (Hirschberg, 2005). Distinctive additional micro tremors appear due to cognitive
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overload during the deceptive behaviour (Walczyk, 2013). However, the performance of deception
detection using voice stress analysis has been described as “charlatanry” (Eriksson & Lacerda, 2007).
Likewise, linguistics has also investigated the changes in language and its structure to classify signs of
deception. Linguistic inquiry and word count analysis for deception detection revealed that truth
tellers’ statements contain more first-person pronouns and self-references (e.g. mine, our) while liars
statements contain more words referring to certainty (e.g. totally, truly) and to other- references (they,
themselves) (Eriksson & Lacerda, 2007; Abouelenien et al., 2017). A variety of statistical features
including mean length of sentence, mean length of clause and clauses per sentence have been
extracted from transcribed interviews to evaluate the linguistic hypothesis that liars use less complex
and less detailed sentences.

Vrij et al., (Vrij, 2009) reported on the use of thermal imaging of the facial periorbital area to analyse
the variations in blood flow specifically when answering unexpected questions. A thermal facial
pattern-based approach introduced by (Pavlidis et al., 2002) claims the deception detection accuracy is
comparable to that of polygraph tests. Likewise, a thermodynamic model of blood flow variations
using the thermal images of facial periorbital area to detect the deceptive behaviour is presented in
(Pavlidis and Levine, 2001, Pavlidis et al., 2002). Relationships between different facial emotions
(such as stress, fear, and excitement) and deceptive behaviour using thermal imaging is addressed in
(Merla and Romani, 2007). Basher and Reyer, 2014) used thermal variation monitoring of the
periorbital region and a nearest neighbor classifier that was trained on a high-dimensional feature
vector extracted using an average value from each sub-region to detect deception. Experimental
results indicated that the classification accuracy did not differ significantly from a random chance
distribution based on leave-one-person-out methodology and five-fold cross validation.

In addition to the aforementioned methods, analysis of eye interactions and facial micro-expressions
also have been studied as a non-verbal deception detection method (Ekman, 2001). During the act of
deceit, relatively short involuntary facial expressions may appear that can be helpful to detect
deceptive behaviour. Furthermore, the analysis of facial expressions in terms of asymmetry and
smoothness features (Ekman, 2003) indicate their relationship with the deceptive behaviour. Face
orientation and intensity of facial expressions is also used to classify the act of deceit (Tian et al.,
2005). Likewise, geometric features (Owayjan, et al., 2012) and micro-expressions (Pfister and
Pietikdinen, 2012) extracted from the facial data have also been used to classify the deceptive
behaviour. Related research in (Pons and Masip, 2018) indicated the usefulness of facial micro-
gestures towards the identification of comprehension levels. Buckingham et al., (2014) used artificial
neural networks sequentially to identify the micro-gestures and perform the classification respectively.
Pérez-Rosas et al., (Rosas et al., 2015) proposed the multi-model deception detection methodology
that used a novel dataset acquired from real public court trials. A variety of linguistic and gesture
modalities including facial features were combined together to classify the deceptive behaviour.
Results reported a classification accuracy between 65 and 75% with varying combinations of
modalities. Furthermore, the results indicated that the system outperformed human experts in terms of
correct identification of deceptive behaviour. One of the recent machine-based research studies that
uses the direction of gaze, eye movements and blink rate to distinguish the truthful and deceptive
behaviours is presented in (Borza et al., 2018). The research outcomes indicated the normalised eye
blink rate was an important clue of deception detection. Research carried out in (Marchak,
2013, Nunamaker et al.,, 2016, Levine, 2014, Schuetzler, 2012, Kumar, 2016, Pak and Zhou,
2011, Lim et al., 2013) also indicate the significance of eye interaction and associated corresponding
features towards effective deception detection. Eyes blink rate, pupil dilation and gaze are the most
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common examples of such a feature set. Research studies indicate the relationship between these
attributes and cognitive effort variations in deceptive and truthful subjects (Fukuda, 2001). Like other
psychological clues for deception detection, additional cognitive efforts performed by deceivers
undergo additional cognitive processes compared to truthful individuals that leads to an
increased pupil diameter for deceivers (Proudfoot et al., 2015, Dionisio et al., 2001). In a similar study
by Marchak (Marchak, 2013), compared to truthful participants, a suppressed eye blinking rate is
noticed for participants involved in a mock crime to transport an explosive device to be used for a
disturbance.

3. PROPOSED SYSTEM

Overview

In response to these challenges. The essence of the Al-driven approach involves training these models
on meticulously labeled datasets containing examples of different classes. Through this training
process, the models can autonomously learn to extract relevant features from internet users dataset,
enabling to discern and classify classes or labels with heightened accuracy.

Decision Tree | ‘ Performance

. - 4 --
Dishonest internet \ J Dataset | ) Classifier | ] evaluation
users Dataset ‘ ‘ Preéprocessing N
———
A ]
I¥-1D¥ feature :
B | Jata Spliting
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Figure.1: Architectural block diagram of proposed system.

The provided Python script implements a graphical user interface (GUI) application using Tkinter for
a surface identification project based on robot-sensed data. Here's a detailed explanation of the steps
carried out by the application:

Dataset Upload: The application starts with a button labeled "Upload Dataset." When clicked, this
button opens a file dialog, allowing the user to select the dataset file (assumed to be in CSV format).
The chosen file is then loaded into the application, and its name is displayed in the text widget. The
dataset is stored in the 'dataset' variable.

Dataset Preprocessing: The "Preprocess Dataset" button triggers the preprocessing phase. Missing
values in the dataset are filled with zeros, and an overview of the dataset, including the first few
records, is displayed in the text widget. Additionally, a count plot is generated to visualize the
distribution of classes in the ‘label’ column. Label encoding is applied to convert categorical class
labels into numerical values.
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Train-Test Splitting: The dataset is split into training and testing sets using the scikit-learn
train_test split function. Information about the total number of records in the dataset, as well as the
training and testing sets, is displayed in the text widget.

Decision Tree Classifier: The "Decision Tree Classifier" button initiates the training of a Decision
Tree classifier. The model is fitted on the training set, and predictions are made on the testing set. The
evaluation metrics, including accuracy, confusion matrix, and classification report, are displayed.
Additionally, a Receiver Operating Characteristic (ROC) graph is generated to visualize the model's
performance.

Random Forest Classifier: The "Random Forest Classifier" button triggers the training of a Random
Forest classifier. Similar to the Decision Tree model, evaluation metrics and a ROC graph are
displayed in the text widget.

Prediction on Test Data: The "Prediction" button allows the user to select a file for making predictions
using the trained Decision Tree classifier. Predictions are displayed in the text widget, indicating the
predicted classes for each test data entry.

Performance Estimation and Comparison: The "Comparison Graph" button generates a bar graph
comparing performance metrics (precision, recall, F1-score, and accuracy) between the Decision Tree
classifier and the Random Forest classifier. This visual representation provides an easy comparison of
the two models.

Exit: The "Exit" button closes the Tkinter GUI application.
Random Forest Algorithm

Random Forest is a popular machine learning algorithm that belongs to the supervised learning
technique. It can be used for both Classification and Regression problems in ML. It is based on the
concept of ensemble learning, which is a process of combining multiple classifiers to solve a complex
problem and to improve the performance of the model. As the name suggests, "Random Forest is a
classifier that contains a number of decision trees on various subsets of the given dataset and takes the
average to improve the predictive accuracy of that dataset." Instead of relying on one decision tree,
the random forest takes the prediction from each tree and based on the majority votes of predictions,
and it predicts the final output. The greater number of trees in the forest leads to higher accuracy and
prevents the problem of overfitting.
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Fig.2: Random Forest algorithm.

Random Forest algorithm

Step 1: In Random Forest n number of random records are taken from the data set having k number of

records.

Step 2: Individual decision trees are constructed for each sample.

Step 3: Each decision tree will generate an output.

Step 4:

Final output is considered based on Majority Voting or Averaging for Classification and

regression respectively.

Advantages

The presented Tkinter-based surface identification project utilizing Decision Tree and
Random Forest classifiers offers several advantages:

User-Friendly Interface: The graphical user interface (GUI) created with Tkinter enhances
user interaction by providing buttons for various functionalities. This makes the application
accessible and easy to use for individuals without programming expertise.

Dynamic Dataset Upload: The ability to upload datasets through the "Upload Dataset" button
allows users to work with diverse datasets effortlessly. This dynamic approach supports the
application's adaptability to different use cases and datasets.

Comprehensive Preprocessing: The "Preprocess Dataset" button automates preprocessing
steps, such as handling missing values and label encoding. The generated count plot aids in
visualizing the distribution of classes, offering insights into the dataset's characteristics.
Transparent Train-Test Splitting: The application transparently communicates the process of
splitting the dataset into training and testing sets. Information about the total records and the
sizes of the training and testing sets is provided, enhancing transparency in the data
preparation phase.

Multiple Classifier Options: The inclusion of both Decision Tree and Random Forest
classifiers offers flexibility to users. They can choose between different algorithms based on
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the nature of their data and the problem at hand, allowing for experimentation and model
comparison.

— Performance Metrics and Visualization: The application computes and displays essential
performance metrics, including accuracy, confusion matrix, and classification report. The
incorporation of ROC curves visually represents the models' performance, aiding users in
assessing the classifiers' ability to discriminate between classes.

— Prediction on Test Data: The "Prediction" button allows users to make predictions on new test
data using the trained Decision Tree classifier. This functionality is valuable for real-world
applications where the model is deployed on unseen data.

— Comparison Graph: The "Comparison Graph" button generates a bar graph comparing
performance metrics between the Decision Tree and Random Forest classifiers. This visual
representation facilitates a quick and clear understanding of how different algorithms perform
on the given dataset.

— Scalability and Adaptability: The modular structure of the application makes it scalable and
adaptable. Users can extend the functionality by adding more classifiers or incorporating
additional preprocessing steps to suit specific project requirements.

4. RESULTS AND DISCUSSION
Implementation description:

The Python code that uses the Tkinter library to create a graphical user interface (GUI) application for
detecting dishonest internet users. The application employs Natural Language Processing (NLP)
techniques, such as text preprocessing and machine learning models (Random Forest Classifier and
Decision Tree Classifier), to analyze and classify online interactions as either "honest" or "dishonest."
Here's a brief overview of the main components and functionalities:GUI Components: Labels, buttons
(Upload Dataset, Preprocess and Split Data, TF-IDF Feature extraction, Dataset Splitting, Train
Random Forest Model, Train Decision Tree Model, Predict Text), a text widget, and a scrollbar are
defined.

— Button actions are associated with specific functions.

— Functionality:

— uploadDataset: Opens a file dialog to select the dataset file (CSV format) and loads it into the
application.

— preprocessText: Performs text preprocessing on each text in the dataset, including converting
to lowercase, removing special characters, numbers, punctuation, and stopwords.

— extractTfidfFeatures: Uses TF-IDF vectorization to convert the preprocessed texts into
numerical features.

— splitData: Splits the TF-IDF features and labels into training and validation sets.

— preprocessAndSplit: Preprocesses the loaded dataset and displays the results.

— TF_IDF: Performs TF-IDF feature extraction and displays the results.

— Data_split: Splits the dataset into training and testing sets and displays the sizes.

— performance evaluation: Evaluates the performance of a machine learning model (accuracy,
precision, recall, F1-score, confusion matrix) and displays the results.

— trainRandomForestModel: Trains a Random Forest Classifier model using the TF-IDF
features and evaluates its performance.

Dataset description:
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— text: This column contains textual data of comments or paragraphs written by individuals. The
content varies, including expressions of appreciation, discussions about personal experiences,
and biographical information about a person or an entity.

— Label: This column represents labels or categories associated with each text entry. The label is
binary, with O indicating a certain category or sentiment (potentially non-controversial or
neutral content) and 1 indicating another category or sentiment (potentially controversial or
negative content).

— The dataset is a collection of text entries, sourced from online comments or other textual
sources, labeled with a binary classification indicating the nature of the content. The goal of
the dataset is sentiment analysis, content moderation, or another task where the text needs to
be categorized based on its content.

Results description:

This figure 3 represents the graphical user interface (GUI) of the application for detecting dishonest
internet users. It has buttons and options for various functionalities.
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Figure 3: Presents the GUI of dishonest internet users.

The figure 4 below shows the interface or message confirming the successful loading of the dataset
after the user uploads a CSV file.


http://www.jst.org.in/

Journal of Science and Technology
ISSN: 2456-5660 Volume 9, Issue 1 (JAN -2024)
wWwWw.jst.org.in DOI:https://doi.org/10.46243/st.2024.v9.i1.pp39-49

¢ Dot it Do Gt >

Al Based Detecting Deception In Online Internctions: As Anabods of the Dishunest Internet Users

Uphaad Datares Taternet Toot betiay groprocessing (Aret $ ronsy

Prepracess and S Dass A Barmtar Int you!

TV DT Festurs cxiraciion The Dutender of the Wikt Burmtar | Bk your odf oo the Kayaeiia page. Looy Sarm o soldastty groeg

AEATEst dhace e Bl e arthcle and s cabjert macos § propess tee follamg name Sar (e group.

Dataset Spitomny
Unioed itcboctmahy’ Sans of o osinn oty agabis! yacint or catiet sloase (LIFREARCA| *

Trwmm Rantomm Forrs Madet

This woemen wabotamced. wiateren | Ravy st sboant Mathacs, e s sasl Bar mare extrvms sod sapbeas

Trae Devivin Tree Sbodel 1 Thbags ahanr wur (Wat o0 mEatien oyl and Wi el greaiy Grquency. T s (hen Bapp i 1
O e AT et o e Ot b b, B et e v et Mathech 8e par aniention asd
Frodict Text A0 Berte ORI § wande cpect You B bt The diter Pevpnest o Mathark

LM s tntentionadly sabalanced (Tor whatever seasesl phease bt mme Rnow, sef | wil volastarty choe
b srcwst and wove om to ieer (bage. 1 ke widopedia, sl § v & et 8o contribes te ey ws way.
Bt Serv s 0 poimt comrbating 18 She Erodect f ssmee el Rave sdusiratne bave 16 be sgpreaie
oty e 1w b pooed Bionr, wnl | Aon T rewlly deeerve 1 e peogie NG A Aw every daee Ty be e
TR TRy TU Mgty beane o e fler hnnds of Tl Shwmne ponmer, o hat's whar sam (Mak is best, Lt
wigs? *

Marys Diomttruk s born b Sliesk, Belarws 8 March §9 D992 Doy swihrr, O8gs Nibadactwa Noese
W Dors i Barsessboll Delarue aned ber Sather was bars i Heed, Sefarms. N3¢ b srcsad chidd in the s
waly. Her paremts Stvarced |8 5908 and soas afer bev Sather remarried ané had rva mare chiddoes.
ARarya, ot e wge of 4 began dolng Ermanacivs, Bt quit tns vears boer Secame she mac Senied & mndal
WA GO, SRere et Age W Sonrrectly marked When vhe tmed 6 vears obd, she gof sdmirted
0 Nawnhe Sehoot ¥4 bn Mma ke chieis of Shabin sbel To Faldhe Sehoot S6h Wl plans (lisees 2% 8 MAls CoNr
£ AL sge of 1L Mary s siaared e Belarndis mevir cafied “Dasechia™ Seom aler sbe started oo ple
¥ ln Sheatre sod wen Sratared b iedevison shoma 1y 2005 her sasther decided in seovr b Uaind Statrs.

Wax >2CCamr ~ 0N eem it
Figure 4: Displays the loaded uploaded dataset.

The figure 5 provide confirming the completion of the dataset splitting into training and testing sets.
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Figure 5: Displays the model predicted outcome label for the test data.
5. CONCLUSION AND FUTURE SCOPE

The increasing prevalence of deceptive practices in online interactions necessitates advanced and
automated systems to effectively detect and mitigate dishonest behaviors. Traditional methods, relying
on manual monitoring and rule-based algorithms, fall short in adapting to the dynamic nature of
deceptive tactics in the digital realm. This research addresses this critical challenge by proposing a
sophisticated Al-based system for detecting deception in online interactions. The utilization of
machine learning algorithms, advanced linguistic analysis, and behavioral pattern recognition
represents a significant advancement in the field of deception detection. By integrating multi-modal
approaches and feature engineering, the proposed system aims to enhance accuracy and efficiency.
This is crucial for maintaining trust, integrity, and user confidence in the digital communities that
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have become integral parts of our daily lives. The research not only acknowledges the urgency of the
issue but also proposes a solution that aligns with the technological landscape of modern

communication. The importance of fostering a safer and more trustworthy online environment cannot
be overstated, considering the far-reaching consequences of deceptive practices on social media, e-

commerce, and various online forums
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