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Abstract: In this current era of technology people are interested more in online medical facilities for more faster and comfortable life. Because of 

huge demand, health care field is growing rapidly. The data in the form of x-rays, diagnosis reports, MRI images, videos is generated. Such form of data 

consumes large amount of storage space and processing power, therefore nowadays alternate solutions such as cloud storage are used to store such 

huge data. As the medical data in the form of images or videos is very important and confidential  it is very crucial to concentrate on the issues like 

storage and security. The proposed work discuss about the image security techniques like watermarking using different types combined with data 

encryption techniques during transmission so as to ensure better security along with reduction in cost for storage with the use of cloud environment. In 

this study, we offer a deeper insight into the challenges hindering the adoption of this technology. Then we analyze and compare these findings of the 

cloud based medical image process implementation with security necessities.  

 

Index Term: Image security, Watermarking, Health care, transmission  

I. INTRODUCTION 

In the supportive association‟s field, recuperating picture planning through cloud will show to be a 

standard blueprint. As a last resort masters are benefitted as it gives epic pictures through which end 

should be conceivable with exactness and better treatment can be given through chronicled data and 

current data which will be investigated. In like way, this new perspective licenses empowered exertion 

between helpful associations specialists planned at better places.  

 

Removing the distinctive perfect states of passed on getting ready, moving towards cloud a risings faltered 

troubles.  

 

In such way, security and affirmation are the standard obstructive fragments for the wide confirmation of 

healing picture getting ready over virtual stage. Starting at now, different executions are proposed 

pointing towards the advantages of this new perspective.  

Common pictures hold tight in progress data structures, cloud or elective systems are of key criticalness. 

Affirmation and security must be protected for such pictures through encryption and underwriting 

structures. Mixed and watermarked pictures during this required to be reversible in like way the plain 

picture handled inside the encoding and watermarking structure will be absolutely redeemable. In this 

paper, we will if all else fails undertaking an absolutely redeemable mixed and watermarked picture 

process system for the insistence of helpful pictures in progress data structures. The methodology is used 

to endure observer to and secure the accommodating pictures. Our results showed up, obviously, to be 

terribly reasonable and strong for completely recoverable pictures.  

In the power disclosures the symmetric encryption figuring is proposed in which the riddle key is passed 

on from the patient individual data what's more watermarking is created for underwriting. 

 

II.CLOUD SYSTEM ARCHITECTURE 

The proposed system consists of the cloud architecture as shown in the figure 1, that describe some 

problem and it consist of four parts 

 1) IaaS that is the Infrastructure as a service 
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 2) The Proxy service 

 3) The Server meant for security  

4) Entry 

 

1. IaaS 

The IaaS is answerable for data accumulating and search segments. In any case, ethically the cloud 

organization supplier should not be empowered access to the information changed or hold tight inside 

the cloud. In these conditions, it is definitely not a clear task to develop a cloud based help that has 

server viewpoint data amassing and looking frameworks.  

 

This organization abundance could in like manner be used to guarantee the game plan of the 

organization, and conjointly to help the quality of the system in passing on data. This is as often as 

possible potential through weight bargain of the sales through the specific assistance suppliers. 

Without a doubt, this organization is fundamentally the same as the guideline cloud organization IaaS 

which is referenced, since it should got the chance to go about as an exchange for the most cloud 

organization. Everything considered, what makes it not exactly equivalent to the most cloud 

organization is that the risk of having only a bit of the information.  

 

2. Proxy Service 

 

As earlier referenced, even cloud organizations have openings in their solace. To figure around this 

disadvantage, one objectives is to utilize more than one cloud organization and create the system so 

that, if one among the cloud organizations become inaccessible, various structures can keep up the 

structure working.  

 

One of the eventual outcomes of keeping up mediator organizations is the help costs are extended 

which can be lessened by fragmented replication of data even more well on the way to be required  

3. Server meant for Security 

The Server provided for security is important here the encryption and decryption can be done, it helps to 

provide secret keys and other parameters required for encryption. It plays crucial role in authentication and 

taking decision whether to share the important arguments required for encryption-decryption process. It is 

only required when the user is connected with the cloud network. 

 

4. Entry 

Customarily, the cloud associations have each show and HTTPS interfaces, regardless to demand the 

authenticity and security of data, when it is moved between the sections and thusly the cloud association 

has picked HTTPS appear. Thusly, the most basic movement of the zone part is to go about as an arbiter 

among DICOM and HTTPS. To do in that limit, the zone encapsulates the DICOM show messages inside 

HTTPS messages. During this framework the zone grants correspondence between the instrumentality 

inside the foundation and thusly the cloud 

In this way the four components of the suggested architecture are helpful to securely store information 

in which is important for the healthcare industry. 
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Figure 1 Proposed cloud Architecture 

A. the Encryption process 

 
13) Reshape Red into (Red, r, c) 

14) Reshape g into (Green, r, and c) 

15) Reshape b into (Blue, r, and c) 

16) Concatenate the arrays Red, Green, Blue  into the same dimension of „Red‟ or „Green‟ or „Blue‟ of the 

original image. 

17) Lastly the output will be converted into an image format to get the encrypted image. 
 

The secret key is calculated as shown 
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B. the Decryption process 

The Decryption process is reverse of encryption as it is symmetric algorithm and same secret key is used 

to decode the encoded data into normal image. The secret key is generated using some of the parameters 

from patient personal data like age, blood group etc.  

 

C. the Watermarking process 

Watermarking is a method by which we can ensure the authentication of the image. In this method the 

encrypted image which is divided into 3 components is watermarked and at receiving end the 

watermarked image is first separated from the watermark and then decrypted using decryption process. In 

the proposed work, reversible watermarking technique is used. 

EXPERIMENTAL RESULTS 

The Experiment were conducted for encryption and decryption using the mentioned technique and the secret key was used from 

the patient‟s data. This was implemented using MATLAB software for image processing. As shown in the figure 2 and figure 3 

the results are obtained which can be further stored using the IaaS services offered by cloud. 

 

 

 

 

CONCLUSION 

 

This assessment found that eagerness for neighborhood server farms would increment operational 

costs, so to decrease operational worth supportive affiliations utilizes flowed figuring. The key 

sharing subject which we can utilize visual cryptography that can improve security and confirmation 

of remedial pictures and annals. This technique can even improve the helpful picture insurance. 
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Moreover it spare the expense as information will be safely open in cloud reliant on pay as showed by 

utilize model. In future most by a wide margin of information will be open in virtual servers.  
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