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Abstract : Rapid development of banking technology has change the way banking activities are dealt with one 

banking technology that has impacted positively to banking activities and trans-actions is the advent of 

automated trailer machine. Using an Automatic Teller Machine, customers can access their bank accounts. 

ATM s were originally developed as just cash dispensers; they have evolved to include many other bank-related 

functions such as Purchasing, Postage stamps, Lottery tickets, Train tickets, cash with drawl, money transfer, 

paying phone and electricity bill beyond official hours. The problem is that sometimes the person stand behind 

to user will able to watch user pin. And also pin ethically hacked by hackers for their own mechanism. In 

proposed system we have overcome the problems of manual system which are given below .like a Biometric 

recognition, Face recognition, IRIS recognition, DNA data with fingerprint identification etc. We can access 

our account from our mobile without using ATM system keyboard. The main objective of this system is to 

develop an embedded system, which is used for ATM security applications. In these systems, we used Toll Free 

number via GSM and this GSM fixed in a ATM system. When user will call on Toll Free number at that time, 

GSM is in auto answer mode. And user entered the 4 digit pin in his/her mobile. After entering it checks whether 

it is a valid one or not and allows the customer for further access. 
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I. INTRODUCTION 

The production in electronic convention has outgrowth in a outstanding insistence for quick and 

authentic user description and verification. Today’s world is a Digitize world ,and there are many authentication 

related to the ATM banking like an online shopping ,cash with-drawl, money transfer, paying phone and 

electricity bills and physical interaction with bank staff. Now days password plays vital role for any mechanism. 

Banking provides various passwords for various mechanisms. And there is various ways to hacked this 

password or account by another person for certain mechanism or purpose. And because of this digitize word one 

of the most important need is, ATM security. It is exposing to co-associative .And it is immediate need to solve 

this problem by using various method such as Biometric identification, face detection, IRIS identification, 

Biometric and DNA data identification etc. There are also updated versions are available now days like-1) UPI – 

unified payments interface. UPI APP- UPI payment –ICICI bank. it discover a quick and easy way to access & 

receive money using virtual payment address (VPA) without entering additional bank information. UPI enables 

all bank account holders to send and receive money from their smart phone with need. In this project we used a 

Toll free number via GSM module. For ATM Authentication. 
 

II. LITERATURE REVIEW 
1. Prabhakar and pankanti (1997) proposed Biometrics offers greater security and convenience than traditional 
methods of personal recognition. In some applications, biometrics can replace or supplement the existing 
technology. 
2. Mary Lourde and Dushyant Khosla (2010) says Perhaps the most important application of accurate personal 
identification is securing limited access systems from malicious attacks. Among all the presently employed 
biometric Techniques, fingerprint identification systems have received the most attention due to the long history 

of fingerprints And their extensive use in forensics. This paper deals with the issue of selection of and optimal 

algorithm for fingerprint matching in sorder to design a system that matches required specifications in 
performance and accuracy. 
3. Gayathri and Selvakumari (2014) Access control system forms a vital link in a security chain. The Fingerprint 

and password based security system presented here is an access control system that allows only authorized 

persons to access a restricted area. We have implemented a locker security system based on fingerprint, 

password and GSM technology containing door locking system which can activate, authenticate and validate the 

user and unlock the door in real time for locker secure. 

4. Arun Ross and salil prabhakar (2004) such schemes is to ensure that the rendered services are accessed only 
by a legitimate user and no one else. Examples of such applications include secure access to buildings, 
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computer systems, Laptops, cellular phones, and ATMs. In the absence of robust personal recognition schemes, 

these systems are vulnerable to the wiles of an impostor. Biometric recognition or, simply, biometrics refers to 

the automatic recognition Of individuals based on their physiological and/or behavioral characteristics. 

5. Kamble and Bharti (2012) the biometrics, fingerprint recognition is one of the most reliable and promising 

personal identification technologies. Fingerprints are the most widely used biometric feature for person 

identification and verification. But in this paper we proposed that fingerprint verification of ATM (Automatic 

Teller Machine) security system using the biometric with hybridization. The fingerprint trait is chosen, because 

of its availability, reliability and high accuracy. 

 

III. BLOCK DIGRAM 
 

 

 

 
Figure1: Block Diagram 

 
 

IV. HARDWARE 
1. GSM (Global System for Mobile Communications) 

The GSM which is one of the emblematic wireless networks which has low-power, low-cost and 

comfort station to use .Global System for Mobile Communications in the beginning from Groups Special 

Mobile is the most favorite standard for mobile telephony systems in the world. A GSM modem can be a 

dedicated model device with a serial, USB connection, or it can be a mobile phone that provides GSM modem 

abilities 

 Technical Details 

GSM networks operate in the 900 MHz or 1800 MHz bands. Americas (including the United States 

and Canada) use the 850 MHz and 1900 MHz bands because the 900 and 1800 MHz frequency bands were 

already assigned. 

 
 

 
Figure 2 
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 Using GSM Modem in the ATM System 

GSM used for send and receive SMS. When the robbery occurs, it will send send the message to 

corresponding banks and near police station (PS) according to the controller response. 

 
2. DTMF Decoder 

DTMF stands for Two Tone Multi -Frequency and it is the basis for your telephone system. we used 

MT8870D is the DTMF IC dial tone from the cell phone lines and decodes the pressed key from the cell phone 

or the remotes. The whole functioned consist of the touch tone indicator and tone identification.M8870D is 18 

pin IC. We used the crystal oscillator having value 3.57954MHZ and for the oscillations purpose we used 

0.22PF 2 oscillator as a crystal capacitor or. DTMF needed for manual switching in the smart phone and for the 

communication. DTMF is the ultimate used in any of the mobile telephone communication system. DTMF 

decoder is ultimate solution for the telephone industries which is used to switch two lines automatically. This 

mechanism used for converting analogue signal to digital using DTMF decoder. This circuit most probably used 

in smart phone communication system which identify the sequence of DTMF tone from smart phone keypads. 

DTMF keypad is place out on 4 cross 4 matrices, including row having low frequency & column contain high 

frequency along with DTMF. Each key which is pressed on a smart-phone create two tons of an adequate 

frequency tones created from high frequency & low frequency .The MT8870D is full DTMF receiver fusion of 

band split filter and digital decoder function. The filter part uses switch capacitor techniques for high & low 

group filters. The decoder uses digital counting mechanism to detect and decode all 16 DTMF tone-pairs into 

4bit code. The features & benefits of the MT8870D are as follows: 

1) Full DTMF collector 

2) Low power consumption 

3) Internal gain setting amplifier 

4) Flexible guard time 

5) Power-down mode 

 

2.1 Decoder Section 

Filter (RC) section is a decoder employing digital counting methods to resolve the frequencies of the 

arrival tones & to verify that the relate to standard DTMF frequencies. A mixed averaging algorithm secured 

against tone simulation by additional signal such as voice while providing tolerance to small frequency 

deviations & variations. When the detector recognizes the presence of two valid tones the “EARLY 

STEERING”(ESt) output will go to an active state. 
 

3. ATMega 328 

ATMega328 is the ATMEL Micro controller on which Arduino is based. This product will help you to 

visualize your narrow project without applying a adequate range Arduino board. To generate this micro 

controller functioning including the Arduino IDE you must require a 16Mhz crystal, a 5 V power supply at least 

a serial connection. The term suggest it complete on this one. The ATmega328 in DIP package, per-clued 

including the Arduino Optiboot (Uno 16MHz) Boot loader. This will let on you to apply the Arduino program in 

your processed embedded design without having to apply an certain Arduino board. To obtain this chip 

functionality including Arduino IDE, you essential an external 16MHz crystal or resonator, a 5V supply, 

including a serial connection. If you are not feel secure doing this, we prescribe possession the Arduino Uno 

board that has all of these manufacture into the board. Atmel’s ATMega328 8-Bit Processor in 28 pin DIP 

package. It’s like the ATmega168, with double the flash space. 32K of program space. 23 I/O lines, 6 of which 

are channels for the 10-bit ADC. Runs up to 20MHz with external crystal. Package can be coded in circuit. 1.8V 

to 5V operating voltage. 

 

 

 
VB Dot net 

 

V. SOFTWARE 

VB is a visual programing language because programing is done in a graphical environment. A 

programing language and environment developed by micro soft. VB is a high level programing language that 

evolved from the earlier DOS version called basic. BASIC means beginners all purpose symbolic instruction 

code. visual basic design to accommodate a steep learning curve. forms are created using drag-and drop 

technique. A tool is used to place central (text boxes ,buttons) on the form. 
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VI. RESULT ANALYSIS 

 

 

 

 
Figure 3: for GUI for entering pin Figure 4: GUI for user log-in 

 

 

 

 

 

 
 

Figure 5: withdrawal GUI Figure 6: For name &password visualization 
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From above GUI firstly we create the two labels for entering the basic information like a User name 

and Password .Then we entered the user name and password in a given label and then click on the log in button 

for further processing. After lo-gin the next GUI will be generated in a screen and in next GUI we set a com3 

,and we entered our password and it visualize in the star fraction if our password is valid then and then we can 

proceed further otherwise we have three chances to correct our password and after 3 chances timer will out . 

 
 

VII. CONCLUSION 

As we all know, these days most of the ATM has been attacked by the robberies. Also regular 

increases the theft of ATM after the year by year. This paper demonstrates how an mechanization of “ATM 

THEFT” prevention from robbery (or) thief can be implemented using GSM Technology can be implemented in 

ATM Machines center. By implementing this project we can avoided robberies and shoulder snuffing in ATM 

itself and also we can save our account 

 

 
VIII. FUTURE SCOPE 

Security issues related to previous methods can be using this technique. Due to the probability solved 

of high technology (GSM) used this “Protected Cash Withdrawal in ATM Using Mobile Phone” is fully 

software controlled with less hardware circuit. The feature makes this system is the base for future system. 
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